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Abstract

Automatic Failure-RPath Inference (AFPI) is an
application-generic,automatictechniquefor dynamically
discoveringthe failure dependencgraphsof componen-
tizedInternetapplications.AFPI's r st phaseis invasive
andrelieson controlled fault injectionto determinefail-
ure propagation; this phaserequiresno a priori knowl-
edce of theapplicationandtakeson the order of hours to
run. Oncethe systems deployedn production,the sec-
ond, non-irvasivephaseof AFPI passivelymonitors the
system,and updatesthe dependencygraph as new fail-
uresare observed.This processis a good matd for the
perpetually-@olving softwae foundin Internetsystems;
since no performanceoverheadis introduced,AFPI is
feasiblefor live systems.We applied AFPI to J2EE and
testedit by injecting Javaexceptionsnto an e-commese
applicationand an online auctionservice Theresulting
graphsof exceptionpropagation are more detailedand
accumate than what could be derivedby time-consuming
manualinspectionor analysisof readily-availablestatic
applicationdescriptions.

1. Intr oduction

We would like to build autognosisnto complex soft-
waresystemsandenablethemto purposelyexposethem-
selhesto faultsin orderto determinenow they reactto fail-
ures.A genericmechanisnfor this kind of introspection
would help comple software systemsbecomemore au-
tonomousastheresultinginformationcouldbe used for
example,in automatedecovery. Knowing how farafault
haspropagatednay allow the systento limit recoveryto
only thosepartsof thesystenthatareaffected;suchsumi-
cal micro-recavery canresultin signi cantly lower time-
to-recover (TTR) than whole-systenrecovery [8]. Es-
peciallyin Internetsystemsjowering TTR is ofteneven
more importantthan increasingreliability [15]. Failure
propagatiorinformation canalsobe usedfor root-cause
analysig30, 18] to helptamgetthedehuggingeffort.
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To datetherehave beenatleastthreechallengeén real-
izing the above goals. First, mostproblem-determination
work assumeghe dependeng graph has already been
built. Failurepropagationinformation(e.g.,afaulttree)is
manuallyconstructedasedon detailedknowledgefrom
the designersthe procesds tediousanderrorprone,and
theresultingdependenggraphre ects reality only to the
extentdesignersknowledgeis accurateandcomplete.

Secondif thesystenmevolves,analysisnustberedone.
For mary interestingsystemsye-analysisvould quickly
becomethe bottleneckio systemevolution. Furthermore,
it is dif cult to keepa systemandits manually-generated
documentatioin sync[6]. Internetsystemvolve partic-
ularly rapidly dueto market pressure§l 7], makingman-
ual analysismpractical.

Third, transientandintermittentfailures,in particular
may be triggerednot only by the applicationitself, but
by bugsin the underlyingruntimesystem(OS, hardware,
etc.) or by idiosyncraticinteractionsetweertheapplica-
tion andtheruntimesystem.Capturingtheseinteractions
requiresexaminingthe whole system,not just the appli-
cation.This makestheproblemsizelargerandplacesart
of the problemoutsidethe detailedknowledgeof the ap-
plicationdesignerwho maynotevenbe available.

The contritution of this paperis to addressheseprob-
lemswith a new technique automaticfailure-pathinfer-
ence (AFPI), for automaticallycapturingdynamicfault
propagationinformation. Using instrumentedmiddle-
ware, AFPI discovers pointsin the applicationwhereit
might fail. Using controlledfault injection and obsena-
tion of thefaults' propagationAFPI builds afailure prop-
agationgraph,or f-map that capturesdependenciebe-
tweencomponents.

Therestof thepaperis organizedasfollows. Section2
describeshespeci csof ourapproachSection3 presents
experimentaltesultsvalidatingtheaccurag of ourf-maps
andcon rming thatthereis no performanceoverheadn
applyingAFPI1. We highlightspeci c casesn which AFPI
nds interestingfault propagatiorpathsthat would have
beendif cult to nd manually aswell ascasesn which
it eliminatespathsthatappeain staticdependenggraphs



but do not actuallypropagatdaultsin practice.Section4
describeguturework, andsections comparef\FPI to re-
latedwork, especiallyrecentesearctiocusedondynamic
discovery of failure dependencies.

2 Automatic Failur e-Path Inference(AFPI)

We appliedAFPI to J2EE,a widely-usedmiddlewvare
platform for runningenterpriseand Internet-baseeppli-
cations;herewe give a brief overview of this technology
andthe component®f its runtime system. We then ex-
plainthe AFPI algorithmandits implementation.

2.1 J2EE Applications and Application Serwers

J2EEis a standardfor constructingenterpriseappli-
cationsout of reusableJava modules,called Enterprise
JavaBeangEJBs).An EJBis aJaszacomponenthatcon-
formsto a particularprogrammatiénterfaceandprovides
servicesto remoteclients. The beanhasan associated
deploymentdescripto—an XML le that conveys run-
time characteristicssuchaswhetherthe EJB's operations
mustrun within a transaction.The EJB architectureuns
distributedcomponentsvithin a specialcontainerthatis
providedandservicedby the applicationsener (seeFig-
urel).

A J2EEapplicationmustbe deployed on a J2EE ap-
plication sener, which providesa standardervironment
anda setof runtimeservicesspeci ed by J2EE.The ap-
plication sener instantiateshe EJBsin containes, de-
ploying andundeplying component®n demand.lt also
allows communicationvia remote method calls among
EJBs,JavaSenrer Pages(JSPsusedto formatcontentfor
Web output),andJava servlets JSPsandserviletamayin-
voke EJBs,which mayin turn invoke other EJBsand/or
communicatewith persistentdatabase(spver JDBC, a
standardmediator The applicationsener also provides
standarduntimesystenservicesuchasanaminganddi-
rectoryserviceto allow componentso referto eachother
using symbolic names,distributed transactionfacilities,
authorizatiorandauthenticationetc. Finally, theapplica-
tion sener integrateswith a Web seneranda servlet/JSP
containethatmanageservletsandJSPstherebymaking
theapplicationaccessiblé¢hrougha Web pageinterface.

2.2 The Intr ospectionProcess

Automatic failure-pathinference (AFPI) consistsof
two phases.In the (invasie) stagingphase the system
actively performsfault injection, obsenesits own reac-
tion to the faults, and builds the f-map. In the (non-
invasie) productionphasethe systenpassiely obsenes
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Figure 1. A typical J2EE infrastructure . The
actual application consists of the EJBs in the
shaded area, plus servlets and/or JSPs.

fault propagationwhenfaults occurduring normaloper

ation, and usesthis informationto evolve the f-map on

anongoingbasis. In this paperwe focus on the staging
phase.

Ourchoicefor aJ2EEapplicationsenerwasmotivated
by threefacts.First, J2EEis anincreasinglypopularplat-
form for large scaleInternetservices;mary businesses
dependfor their critical operationson J2EE application
seners. Second,Java offers featuressuchasre ection
and other mechanismghat allow AFPI to discover rel-
evantfaultsto inject. Third, J2EEenforcesa particular
applicationstructurein which componentdave a small
numberof well-de ned entry points,componenttateis
eitherexplicit or externalizedin a databas@r otherper
sistentstore, and communicationamongcomponentss
mediatedby the applicationsener's naming/broler sys-
temandJava RMI.

2.3 AFPI Algorithm

The generalalgorithmfor the stagingphaseis asfol-
lows:

1. Initialize aglobalfaultlist to be empty

2. Starttheapplicationandary externalcomponentst
usege.g.,aseparatelatabase).

3. Everytime anew component of the applicationis
deployed (whetherat startupor duringthe operation
of the applicationsener), usere ection to discover
themethodsexportedby its interface.

4. For eachmethodM; of C, usere ection to discover
thesetF of Javaexceptiongdeclaredasthrowableby
M;, andfor eachF; 2 F, addthetriplet (C; M;; F;)
to theglobalfaultlist.

5. Also addto theglobalfaultlist any exceptionscorre-
spondingto “environmental”faultsthat could occur



duringexecutionof methodM ;. ThesetE of all such
ervironmental exceptions could include network-
related exceptions, disk 1/0 exceptions, memory-
relatedexceptions.etc. In our currentapproachwe
add a triplet (C; M;; E;) for every exceptiontype
E; 2 E. Injectingapplication-de nedexceptionsex-
ercisesrobustnesgo applicationbugs, while inject-
ing environment-relate@xceptiongprimarily probes
the pathsthroughwhich application-aternal faults
canpropagate.

6. Onceall EJBshave beendeployed, selecta triplet
(C; M; F) fromthelist of faults,andarrangeo inject
exceptionF into componentC thenext time method
M is called.Section2.4describesiow thisis done.

7. Startthe load generatarin orderto exercisethe ap-
plication.

8. Asfailuresoccur themonitoringagentis noti ed by
aseparatéaultdetector As themonitorrecevesno-
ti cations, it buildsupanf-mapfor eachtypeof fault.
An f-map is a directedgraphthat capturesfailure
propagation:the presenceof a directededge(u; v)
meansthat a fault in componentu propagatedcand
causedcomponentv to fail. If, however, u's fault
propagatesut is properlyhandledby v, thenno ex-
ternally visible behaior is reportedto our monitor,
soedge(u; v) is notaddedto thef-map. F-mapsfor
differentfault typesmay differ, becausesomefaults
propagaterom the calleeup the call tree and oth-
ersdonot. In all our experimentstheinjectedfaults
alwaysresultedin obsenedfailures,i.e., exceptions
thatpropagatedo atleastoneEJB.

9. Savethecurrentf-mapandlist of faultsto stablestor
age,shutdown andrestartthe application,andcon-
tinue with the next (C; M ; F) triplet. The faultin-
jection experimentsend whenthe list of faults has
beenexhausted.We restartthe applicationbetween
injectionsto avoid spuriouslyrepresentingascading
failuresin thef-map.

Two notabledifferenceemegein comparingourfault
injection approacho otherrecentwork. First, in step4,
we directly induceapplication-visibleaxceptionsjn con-
trastto prior work thatinjectslow-level hardwarefaults.
Determiningwhich (if any) application-visibldailuresre-
sultfrom low-level hardwarefaultsrequiresthe construc-
tion of afaultdictionary[20], which hasprovendif cult.

Secondsomerecentwork [16] attemptgo narrowv the
possiblefaultsinjectedataparticularpointbasecdn static
or dynamicanalysis;for example, if a particular byte-
code sequencds known to specify a read from a net-
work streanmratherthanfrom a le, onemightinjectonly

network-relatechardwareerrorsratherthanlow-level disk
errorsat that point. As statedin step5, we avoid such
narraving andsimply enumeratell possibleernvironmen-
tal conditionsthat can be expressedas Java exceptions.
Besidesthe fact that deriving more speci ¢ information
using static analysiscanbe cumbersomewe would like
to minimize our assumptiongboutwhether in fact, the
executingmethodwould really be unafectedif an “un-

related”low-level fault occurred(considera methodthat
doesno disk I/O, but a low-level disk fault occurswhile

that methodis trying to pagein dataor code). In fact,
all we assumas thatit is possiblethata given exception
mightbethrown by a particulamethod.Wereturnshortly
to the questionwhethermost low-level faultsdo in fact
manifestasapplication-lerel exceptions.

A major aw in mary fault injection experimentsin
the literatureis that they do not accountfor correlated
faults. However, in large scaleproductionsystemstrue
independentailuresarerare[5, 1]. Therefore,oncethe
AFPI sequencef single-pointinjectionscompletespur
systemdoesmulti-point injections,to simulatecorrelated
failures. The monitoringagentaddsto thef-map ary ad-
ditional edgeghatit detectghisway.

Once the multi-point injection phasecompletes,the
systemcanbe deployedinto production. The monitoring
agentcontinuedo obsenethe systems reactiongo “nat-
urally occuring” (i.e., non-injected)faults, and modi es
thef-mapbasedntheseobsenations.Thus,thef-mapis
a continuouslyevolving representationf theapplication.
This passve phaseis in no way dependenbn the active,
fault-injectionphase—itwould work evenwithoutanini-
tial draft of the f-map, but it would take muchlongerto
corverge onto a correctrepresentatioof the dependen-
cies.We canthereforethink of thefaultinjectionphaseas
anoptimization.

2.4. Maodifying JBossto Enable AFPI

To testAFPI, we usedJBoss[19], anopen-sourcém-
plementationof J2EE;it is free and we can modify its
sourcecodeto perform fault injection and monitoring.
JBossperformswell, is very popular (has beendown-
loadedfrom Sourcelerge[29] over 3 million times)andis
usedby morethan100corporationsincludingWorldCom
andDow Jones.

JBossconsistsof a microkernel,with the variousser
vicesbeingheld togetherthroughJara Managemengx-
tensions(JMX). The servicesare hot-deplgyable, which
implies that one canreplacean existing servicewith our
modi ed versionat runtime,andthe sener will properly
reintggrateit. We built our failure monitoring and fault
injection facilities astwo separateservicesof the JBoss
microkernel, so that failuresare detectedindependently



of any speci ¢ knowledgethatthey arebeinginjected.

In addition,we modi ed existing JBosscodein three
ways. First, whenever a new EJB is deployed (i.e., the
beanis instantiatedn a new container),the fault injec-
tor usesJava re ection to enumeratehe beans methods
andthe exceptionseachmethodcanthrow, in additionto
thosethrown by the JVM itself (i.e., step4 of the AFPI
algorithm). This processs identicalwhetherthe EJB is
deployedaspartof regularapplicationdeployment,or as
partof alive upgradeor bug x.

Secondywe provide a new containemethodby which
we caninstructthe EJB that the next call to methodM
shouldthrow exceptionX, i.e. step6 in the algorithm.
During the fault injection stage,the fault injector will
systematicallyinject every kind of exceptionthat canbe
thrown by eachmethodin the bean,one at a time. It
will attemptto throw bothdeclaredexceptiong(i.e.,those
explicitly declaredby the beans Java methodsignature,
someof which may be handledusingcatch andothers
which may be passedup to the caller) and non-declared
exceptionge.g.,aruntimeconditionsuchasOutOfMem-
oryError, to simulatemoregenericsystem-lgel problems
that most beanswould not try to detectdirectly, asin
step5 of thealgorithm).

Third, we modi ed the EJB containerso that, when
an exceptionis thrown by an EJB, the stack trace is
parsedandwe extract the identity of the calling compo-
nent(bean/servlet/JSRIndthe invoked componentThis
informationis passedo thefailuremonitorservice which
usegheinformationto build upafailurepropagatiormap.

Sincewe modi ed the applicationsener ratherthan
a speci ¢ applicationbeingdeployed, we caninvoke the
new functionality on any J2EE applicationthat runs on
JBoss.

3. Experiments

Ourexperimentsaddresshreeissuesthesuitability of
our injectedfaults,the accurag andusefulnes®f our f-
maps,andat whatcostin termsof time andperformance
we canobtainthesef-maps. To determinethe costof ob-
taining suchgraphs,we measurehe performanceover-
headintroducedby our modi cationsto JBossin section.
The sectionendswith a discussiorof AFPI's shortcom-
ings.

All experiments,except performanceoverheadwere
performedon an Intel Pentium—41GHz machine,with
512MB RAM, runningLinux 2.4.9. We modi ed JBoss
3.0.3running on Sun Java 2SE 1.4 and Sun Jara 2EE
1.3.1. The applicationswve chosefor our experimentsare
Petstorel.1.2and RUBIS 1.3. Petstords a freely avail-
ablesampleJ2EEapplicationfrom Sunthatimplements
ane-commerceite whereuserscanmaintainanaccount,

updatetheir pro le and paymentinformation, browse a
merchandiseatalog,add/remee items to/from a shop-
ping cart,completeapurchaseetc. It consistof 233Java
les andabout11K linesof code. RUBIS, developedat
Rice University implementsa web-basedwuctionservice
modeledon eBay It contains582 Java les and about
26K lines of code. For eachof theseapplicationsthein-

vasive stagingphaseook betweertwo andthreehoursto

complete.

We wrote a load generatoithat plays back a trace of
clients' interactionswith the web site; such tracesare
saved using a request/responseecording proxy. The
recordingof clientactiity canbedoneonlivetraf c dur-
ing the productionphaseto generatea tracethatis abso-
lutely speci c to thewebsitein question.

3.1 Suitability of Injecting Java Exceptions

Sincewe intendfor our techniqueto be usedon real
systemsit isimportantthatwe injectfaultsrepresentatie
of thosethatwould occurin real systems.We inject ap-
plicationandJVM-visible faults(exceptionsapplication-
visible or OS-visible resourceexhaustion)rather than
low-level faults (bit ips, stuck-ats)for three reasons.
First,low-level faultsarenotthatcommonin Internetsys-
tems,unlike, e.g., spaceborrapplicationsexposedto ra-
diation; Internetserviceggo down mainly dueto software
bugsandoperatorerrors[24, 12, 28, 2, 26]. Secondfaults
notcorrecteddy thehardwarewill oftenmanifestassome
higherlevel fault, but if transient,the mappingmay ap-
pearnondeterministic.A “random” bit ip may corrupt
an important/lve datastructureor trashthe heap,but in
mary casegurnsoutto beharmlesg10]. Gettingreliable
failure propagatiorfor this type of faultsis dif cult; we
arenot awareof prior work that systematicallyaddresses
this problem.

An importantquestionconcernscoverageof failures:
have we exercisedall the conditionsthat could trigger a
particularexception,especiallygiventhatthe way the ex-
ceptionis handledmay dependon the particularstateof
the programat the time the exceptionoccurs?Although
the experimentsperformedso far have not provided evi-
dencefor this, we anticipatethatour coverages notcom-
plete. However, in casesvherepartialrecovery fails due
to incorrectlydeterminingthe subsetof componentshat
mustberecovered,afull rebootcouldalwaysbeused8].

In additionto injecting the kinds of faults the appli-
cation designeroriginally thoughtof, we choosefaults
that arein fact commonly obsened as software-related
transients. Exceptionsexplicitly declaredby the beans
correspondo the designers own knowledgeof particu-
lar “expected’failure modes.With respecto undeclared
exceptions,it is reasonableo ask whetherthe kinds of
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failuresthat are independenbdf applicationsemantics—
OSresourceexhaustion,network connectvity problems,
manifestatiornof bugsin the OS kernelor libraries—are
indeedmanifestasJava-visibleexceptions.

Whenaninternalerroror resourcdimitation prevents
the Java virtual machinefrom implementingthe seman-
tics of the Java programminglanguagejt throws an ex-
ceptionthatis a subclassf VirtualMachineError;these
exceptionsareshavn in Tablel.

Exception Possiblereallife cause
declared=xceptions | application-&pectedfaults
OutOfMemoryError | memoryexhaustion
StackOwer owError | codebugs

IOException failedor interrupted/O operations
RemoteException | remotemethodinvocationfailure
SQLException databasacces®rror

NullPointer codebugsanddataerrors

Table 1. Exception types used in our experi-
ments.

We alsoinjectedtiming faults,in which callsto various
EJBsweredelayed put dueto theblockingnatureof RMI
(Java's RPC-like remotemethodinvocationmechanism),
suchtiming faultsdid notinduceary failurein Petstoreor
RUBIS.

We did not nd literature that documentshe extent
to which differentJVMs actuallytranslatesuchlow-level
faultsinto Java-visibleexceptions.We performeda num-
ber of ad hoc experiments(seeTable 2 for a few exam-
ples)to determinenvhetherJava exceptionswereindeeda
reasonablevay to simulatesuchfaults. The resultswere
satisfctory: using the Sun HotSpotJVM, all faults we

injectedat the network level (e.g.,severingthe TCP con-
nection),disk level (e.g.,deletingthe le), memory(e.g.,
limiting theJVM'sheapsize),anddatabasée.g.,shutting
DBMS down) resultedin oneof the exceptionsshovn in
Tablel. Ourvalidation,however, is certainlynot exhaus-
tive. Fault modelenforcemenf25] is aninterestingtech-
nigue that hasbeenrecently proposedfor ensuringthat
real-life faultsdo manifestasoneof a setof faultsspeci-
ed in afaultmodel.

Induced failur e | Exception
badsenerin registry ConnectException
RMI registry unreachable| ConnectException
senernotin registry NotBoundException

sener crashesluringcall | UnmarshalException

Table 2. Examples of RMI experiments that test
whether real faults turn into Java exceptions. All
exceptions are subc lasses of RemoteException.

3.2 F-Maps Comparedto Existing Structur es

In this sectionwe examinewhetherour f-mapsareas
accurateas thoseobtainedusing other techniques and,
if so, whetherthey are ary better We comparef-maps
obtainedthroughour introspectve methodwith a depen-
deng graphbuilt by manualinspectionof J2EEdeploy-
ment descriptors—aprogrammersupplied XML docu-
mentfor eachJ2EEcomponentthat describesa compo-
nent's deploymentsettings.A beans descriptordeclares,
amongotherthings,whatotherbeanghis beancalls; this
suggestsisingthe collectionof descriptorsasanapprox-
imationof thestaticcall graph.
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In our implementation the nodesin an f-map repre-
sent EJBs, servlets, JSPs,and special data accessob-
jects (DAOSs) used for accessingdatabases. Figure 2
shavs two versionsof the Petstoref-map; there are
two typesof differenceshetweenthe f-maps. First, the
injection-based-map is missingsomeedgespresentin
the descriptorbasedf-map: AccountEJB! OrderEJB,
CatalogeJB! ShoppingClientControllerEJBand ES-
toreDB! webtier. Secondthe injection-based-map
hasadditionalnodesandedgegshatarenot presenin the
descriptotbasedf-map: HttpJspBaseMainServlet,and
six JSPswith the correspondingedges.The deployment
descriptorgroupall webcomponentgservietsandJSPs)
into oneentity, calledthewebtier.

We weremostconcernedboutthe missingedgespe-
causethey seemedo imply that our techniquefailed to
discover existing dependenciesHowever, uponinspec-
tion of the code,we foundthatthe injection-based-map
wascorrect.In the caseof the AccountEJB!  OrderEJB
edge,OrderEJBdid indeedmaintaina referenceto Ac-
countEJB,but it never interactedwith that EJB, hence
no opportunityfor a fault propagatiorfrom AccounteEJB
to OrderEJB.In the caseof CatalogEJB! Shopping-
ClientControllerEJB, ShoppingClientControllerEJRlid
not even have a referenceo CatalogEJBso the deploy-
mentdescriptorsveresimply wrong. Thisillustratesthat,
contraryto our initial expectationsthedescriptorscannot
be relied on for understandinghe structureof the appli-
cation.

Finally, theEStoreDB! webtier edgeis presentn the
descriptordueto a servletwhich runsat setuptime and
populatesthe databasewith default information (users,
merchandisegtc.). This servletis run onceat installation
and never againduring normal operation,which is why

our f-mapcorrectlyindicateshereis no directfault prop-
agationedgefrom the databas¢o ary of thewebcompo-
nents.

The seconddifferenceis that componentsarediscov-
eredat a ner grainthancanbe capturedn the deploy-
mentdescriptors.For example,what descriptorsshaved
asthe“web tier,” our systemdissectednto the individual
servletsand JSPs alongwith fault propagationnforma-
tion. Theseadditionalf-mapnodesnaturallyresultin new
edgeslongwhich faultscanpropagateedgeghatcanbe
usedin betterpinpointing the sourceof failure andthus
provide a more powerful tool in decidingwhich compo-
nentsto recover. An interestingcaseis thatof theHttpJsp-
Basenode;we triedto nd it in the Petstoresourcecode
to understandts role, but it turnedout it is not part of
the application.HttpJspBasés the superclassf all ISP-
generatedservletsandit is part of Jetty the servlet/JSP
containerthatwe usedwith JBoss.Hence,our technique
wasableto identify interactionswith componentsvhich,
althoughnot part of the application,arestill partsof the
systemdeliveringthe service.

Obtainingthe f-mapsfor RUBIS, asindicatedin Fig-
ure3, con rmed thepropertiebsenedwith the Petstore
f-maps. Thistime, the deploymentdescriptorgurnedout
to be quite consenrative, in that the AFPI-basedf-map
containedstrictly moreinformationthanthe descriptors.
Marny of theinter-EJB dependenciefail to be indicated
asreferencesn the deploymentdescriptors.Dependen-
ciesbetweerEJBsandservletsarenotcapturedn deploy-
mentdescriptorseither While much of this information
could be obtainedthroughstatic analysis,certaincondi-
tionscannotbefound,suchascodethatis dead,owing to
adependengonthecurrentdate.

We did notmodify JBosshetweerthePetstorandRU-



BiS experimentsthusdemonstratinghatour approachs
application-agnosticAny J2EEapplicationcouldbe sub-
jectedto AFPI by simply droppingthe .jar le in JBosss
deployment directory True application-generiaecor-
ery for UNIX applicationswith no middlewvare hasbeen
shawvn to be infeasible[23]. AFPI doesbetterbecause
J2EEconstrainghestructureof theapplicatiorandallows
usto modify the runtime. Onecould claim for non-J2EE
applicationghatthe OS/kernelis the runtime,andtry to
modify that; UNIX applicationsthough,areusuallynon-
modularandtheir stateis not well-circumscribedwhich
explainstheresultsin [23].

AFPI needecho application-speci cknowledgeto de-
rive thecorrectsetof dependenciesetweercomponents,
anddidn't evenrequireaccesgo the applications source
code.As wasmentionedpreviously, the collectionof de-
ployment descriptorsdoesnot needto re ect a correct
static call graphin orderfor the applicationto run, and
in fact one would expect beanevolution to make erro-
neousdescriptoramore common. This is especiallytrue
giventhatdevelopersoften maintainthe descriptorsman-
ually [3], althoughexpensve commercialtools are avail-
ableto programmaticallgenerateleploymentdescriptors
from beansourcesMoreover, evenif the deploymentde-
scriptorswere correctand complete they would capture
all possiblepathsthat might propagatdaultsat runtime,
whereasve areinterestedn thosethatactuallydo propa-
gatefaults.

Sincedeploymentdescriptordail to provide an accu-
rate static call graph, we consideredobtaining the call
graphusingatool thatdirectly inspectedhe sourcecode.
Of coursesuchacall graphwould have to besigni cantly
prunedin orderto make it useful; the staticcall graphis
normallyexponentialin theprogramsize,andresearchers
currently attemptingto apply static analysisto improve
fault coverageadmitthey will have to usea smallersized
approximatiorof thefull staticcall graph[16]. Evenif we
couldwork with acompactepresentationf thestaticcall
graph,it would shav pathsalongwhichfaultsmightprop-
agate hot only the onesalongwhich faultsdo propagate,
andit would not reveal edgesthat propagatdaultsunre-
latedto individual methodinvocations,suchasan errant
threadthat overallocatesnemoryandcausesanotherun-
relatedthreadin the sameJVM to getan out-of-memory
exception.

3.3 Fault-Class-Speci cF-Maps

Unlike generaldependeng graphs,our techniqueal-
lows the systemto obtain and maintainseparatd-maps
for eachfault class. Suchmapsenabletargetedrecor-
ery in the caseof specic faults. Since one motiva-
tion of obtainingf-mapsis fast recovery, we do want

such ne-grained information aboutfailure propagation
sothatwe canrecover the minimal subsebf failed com-
ponents. By eliminating edgesthat do not re ect actual
(obsened) propagationpaths,we can do more ef cient
micro-recoery.

MainServlet

ShoppingCartEJB

/ CustomerEJB
ShoppingClientControllerEJB

CatalogEJB AccountEJB

SignOnEJB

Figure 4. Petstore f-map based exclusivel y on
application-dec lared exceptions.

Figure4 shows a Petstord-map discoveredby inject-
ing exclusively application-declaredxceptions.Suchan
f-map may help us in decidinghow usefulit would be
to suppres&rnvironmental/&ternalsourcef faults(e.g.,
by purchasingmorereliable hardware). Notice that this
f-mapis considerablysimplerthanthe previousf-maps.

We alsoexaminedPetstores ve fault-class-speci d-
mapsfor undeclaredxceptionsj.e.,thoseobtaineday in-
jecting OutOfMemoryError StackOwer owError, IOEx-
ception, RemoteExceptionand SQLEXxception,respec-
tively. To our suprise,eachof thesef-mapswas virtu-
ally identicalto the cumulative onein Figure 2, which
representsheunion of all thefault-class-speci d-maps.
Inspectingthe Petstorecode provided a simple explana-
tion: the applicationcontainsalmostno codeto handle
exceptionsthat may occur from its interactionwith the
ervironment.Suchlack of robustnessausesry external
exceptionto appearas“somethingbad” thatthe affected
EJBdoesnot handlegracefully

3.4. Injecting Corr elatedFaults

As describedn section2.2,the secondphaseof f-map
generatiorconsistsof injecting correlatedfaults. The al-
gorithmfor this secondphases similarto the rst phase,
with oneexception:in orderto generatehefault list, we
take the Cartesiarproductof the original faultlist with it-
self, andtheneliminateary 6-tuplesfor which the same
componentis involved in both the rst and the second
fault of the tuple. This givesall possiblecombinations
of 2 faults that involve distinct components.An analo-
gousalgorithmis usedfor building the list for n-point
injections,wheren > 2. If nenv propagationpathsare
discoveredthroughmulti-pointinjection,they aremeiged
into thef-map.



We wereparticularlyinterestedn verifying therobust-
nessof the informationin the f-mapsto correlatedfault
scenariosThef-mapscorvergedmuchquicker ontotheir

nal form, becausef therichersetof faultsthatthe sys-
temwasexposedo. The unexpectedesult,howvever, was
thatwe obtainedf-mapsidenticalto thoseresultingfrom

single-pointinjection. While this might suggestthe f-

mapsare robust, we actually believe the resultis dueto

anotherreason:in a request/responsgystemwith very
little recovery code,whenarequesenterghe systemand
hits a faulty componentijt will almostalwaysfail at that
pointandnot proceedurtherthroughthe system.Hence,
the correlatedfaultsarelikely beingconsumedy sepa-
raterequestsasif thefaultshadbeeninjectedseparately

3.5. Overhead

We evaluatedhe performancempactof our modi ca-
tionsby comparingthe performancef unmodi ed JBoss
to thatof ourinstrumentedersion with thesamePetstore
workloadwe usedfor generatinghef-maps.Wefoundno
statisticallysigni cant differencan performancevhenno
exceptionsare thrown, i.e., understeadystateoperating
conditions. This suggestghatit is feasibleto implement
ourtechniquen a productionsystem.

JBossandthe databaseverehostedon the samelntel-
P3 450MHz-basednachinewith 512MB of RAM. The
workloadgeneratorsanonadualP3/1GHzmachinewith
1.5GB of RAM. The purposewe chosemachineswith
suchdifferentcharacteristicsvasto allow usto saturate
thesener. Both machineganLinux 2.4with Sun'sJVM
1.4.1 and were connectedvia 100MbpsEthernet. The
sener's CPUwassaturatedt 100%duringeachrun. Our
modi ed JBosscompletedeachtestrun on averagein 93
secondsgomparedo 94.8secondg$or unmodi ed JBoss;
standardieviationwas5.8in bothcasesWe considethis
improvementin the runningtime of the applicationto be
juststatisticaihoise ,aswe donotthink any of ourchanges
would make JBossrun faster

3.6. Weaknesses

A problemspeci ¢ to our experimentss the factthat
we only injectedexceptionsandtiming faults. First, there
may be low-level faults that do not manifestas excep-
tionsin the Java VM, althoughwe haven't found ary in
our ad hoc experiments. Second,we haven't explored
yet data-level faults, in which a called componentpro-
videswrongdata.Mostof thesefaultsrequireapplication-
speci ¢ knowledgeto detectunlesswe transparenthem-
ploy redundang combinedwith avoting schemeA spe-
cial kind of datafaultsarenull pointers,which we inject
usingNullPointerException.

Problemsalsoarisefrom the factthatwe currentlydo
not collect all the information we could aboutthe ex-
ceptionsthuspreventingus from distinguishingbetween
propagatiorpathscomposeaf a subpaththat propagates
fault X, chainedto a subpaththat propagatedault Y .
We do collect perfault-classf-maps, but in the caseof
application-declareéxceptionspurcurrentversionof the
systemwould indicatethe entire pathasa fault propaga-
tion path,without discriminatingamongthefaults.

We cannotclaim that ary particularsetof AFPI ex-
perimentswill nd all failure propagatiorpaths.e.g.,be-
causewe dependon the appliedworkloadto exerciseall
affectedcomponents.However, whenusing AFPI in re-
covery via recursve micro-rebootg8], we canview the
useof thef-mapasanoptimizationthatimpactsrecovery
performanceout not recovery correctness.If the failure
hadbeennon-transientthenneitherfull recoverynor par
tial recovery guidedby thef-mapwould have curedit.

An important use for f-maps is automatedmicro-
recovery: basednthef-map,determingheminimal sub-
setof the systemthat mustbe recoveredto curethe fail-
ure, for example, restartingthe databaseand undeplgy-
ing/redeplying a beanor set of stateful sessionbeans.
We founda signi cant time-to-recoery advantageto this
approactcomparedo whole-systenrestart,andshaved
thatavailability canbeimprovedby 78%whenAFPI and
micro-rebootareusedtogetherf9].

4. Future Work

We areextendingourwork in two mainareas:

Applicationevolution. Whenwe adda new EJBin an
application,AFPI currently updatesthe f-map correctly
We want, however, to modify AFPI suchthatthe f-map
getsupdatedalso when a componentchangesor is re-
moved from the application. Similarly, sometimesthe
sameogic bug in anapplicationwill manifestdifferently
on differentruntimes.For example,alogic bug in a Java
applicationthatcausednesystemto livelockmanifested
asa JVM crashon a differentsystem[13]. AFPI should
capturesuchcaseshatwouldbemisseddy analyzingonly
theapplicationwe would lik e to verify thisin practiceus-
ing anotherJDK/OS combinationfor one or more of the
above applications.

Correlationvs.causality Ourtechniquecurrentlycap-
turesonly causalityinformation:anedge(A; B) is added
to the f-map if componentA propagates fault to com-
ponentB. We believe thereis high valuein capturing
correlationin additionto causality by addingperhapsa
specialkind of edge(A; B) for when statisticalobser
vation indicatesthat componentsA and B fail together
mostof thetime, eventhoughno direct propagatiorwas
obsened. This would captureindirect couplingbetween



componentsiue to an external resourceg.g.,one com-

ponentcorruptsa datastructurethatis sharedoy another
componentput maintainedn athird componensuchas
a database.Suchcorrelationinformation seemsto be a

goodcandidatdor the passie, post-deplgmentphaseof

AFPI, in whichthe systemis obsenedin productiondur-

ing normaloperation.

5. Related Work

A signi cant bodyof work existson usingdependeng
graphgfor root causeanalysisandfaultdiagnosis For ex-
ample,alarmsdetectecht variouscomponent®f the sys-
temcanbemappedo nodesof thedependenggraph,and
thegraphcanbeusedto determinevherethesourceof the
alarmsmaybe[30, 18]. A dependenggraphcanalsobe
usedasaguidefor which component$o examinedirectly
in orderto determingheroot causeof failure[22]. There
area numberof more sophisticatedalgorithms[27] that
canusedependeng graphsto obtainhigherprecisionin
faultdiagnosisat the expenseof timeliness.

Othershave recognizedaswe have, theimportanceof
automaticallydeterminingdependeng informationwith-
out extensie application-speci cknowledge;aggressie
software evolution in Internet applicationsmakes this
ability essentia[17]. Someresearcherbave usedexist-
ing deploymentinformation[21] or correlationof behar-

iors [14] to provide indirect evidencefor dependencies.

Othershave usedsomeform of faultinjectionto obsene
the effects of a faultin one systemcomponenbn over-
all systembehaior: [7] inducedapplication-speci cer-
rorsin ane-commerceapplicationby selectvely locking
tablesin a databas¢hat certaine-commerceransactions
neededo accessthenrecordingwhich typesof transac-
tionswereaffected.

More recently Bagchietal. [4] extendedthisapproach
to determinewhich component(skhre mostlikely to be
the root causeof a particular obsered type of perfor
mancedegradation,consideringboth faults that lead to
failuresand conditionssuch as resourcestanation that
leadto poorperformanceBoth their work andthatof Fu
etal. [16] rely on the conceptof a fault dictionary[20],
which maps‘low-level” faults(e.g.a hardwarefailurein
anetwork link) to application-leel obsenedfailures(e.g.
exceptionsor applicationcrashes)ratherthandirectly in-
ducingapplication-leel exceptionsaswe do, they inject
low-levelfaultsthatwould produceparticularapplication-
level failures. In [4] the constructionof the fault dictio-
naryis notaddressed16] admitthatthe constructiorof
the dictionaryis complicatedby the mary software lay-
ers betweenthe low-level hardware and the application,
andthey proposeo usetwo kinds of staticanalysisto in-
fer which application-leel exceptionscould possiblyre-

sult from particularlow-level faults. We believe that di-
rectly injecting exceptionsmay avoid someof thesedif-
culties. In ary case,our goalis to usethis information
to enablefastpartial recovery, whereasmost prior work
hasfocusedon usingit to assisiin root-causeliagnosisor
systemhardening.

Pinpoint[11] useda combinatiorof faultinjectionand
dataclusteringanalysisto determinewith high accurag
which componentsvere mostlikely to be at fault when
a particularend-usetvisible failure was obsered in an
Internetapplication. Unlike Pinpoint,our approactuses
anentirelyapplication-generi€aultinjectionmechanism,
that utilizes re ection insteadof a predeterminedist of
faults;this enablesntrospection We have combinedPin-
point's analysistoolswith f-maps,to enablefastaccurate
failurediagnosiswhichis usefulfor bothspeedingecor-
ery[9] andtargetingsystemdeluggingefforts.

6. Conclusions

We focusedon applying AutomatedFailure-Rath In-
ferenceto applicationsbuilt on Java 2 EnterpriseEdition
middleware,becausesuchapplicationstendto be highly
modularandrely onawell-de ned setof runtimeservices
whoseimplementatiorwe canchangeto addfault injec-
tion andmonitoringbehaiors.

The experimentswe describedshown that AFPI auto-
maticallyanddynamicallygenerate§mapsthat nd run-
time dependencieshat static call graph analysismight
miss. AFPI-generated-mapscorrectly omit dependen-
ciesthat appearin the static call graphbut do not result
in obsened fault propagationat runtime. The dynami-
cally generated-mapscancapturedependenginforma-
tion perfaulttype, providing higherresolutionthanmary
statictechniques.

Injecting Java exceptionsto representeal operational
faultsis reasonableand in particular certaincommon
classe®f application-generifaults(suchasresourcesx-
haustion)are often manifestas JVM exceptions. While
injecting correlatedaults,we did not nd ary new f-map
edges,but expect this to be due to the simple, single-
threadedapplication,ratherthanto the AFPI implemen-
tation. For similar reasonsywe have not yet investigated
in depththe stability of f-mapsin the presencef quasi-
deterministicfaults, such as thoseintroducedby perni-
cious rmw arebugs.

AFPI's stagingphasdook aboutthreehoursfor anon-
trivial applicationconsistingof over 26K linesof codeand
requiredno manualinspectionor knowledgeof the ap-
plication itself; the additionaloverheadof leaving AFPI
in placeduring productionoperationwasnegligible. Al-
thoughAFPI may not captureall propagationpaths,we
aim for a solutionthatis theright tradeof betweencom-



plexity/dif culty/cost and effectiveness. Failure depen-
deng graphshave mary usesandin [9] we demonstrate
its valuefor automatednicro-recaery.
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