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Abstract

Automatic Failure-Path Inference (AFPI) is an
application-generic,automatictechniquefor dynamically
discoveringthe failure dependencygraphsof componen-
tizedInternetapplications.AFPI's �r st phaseis invasive,
and relieson controlled fault injection to determinefail-
ure propagation; this phaserequiresno a priori knowl-
edgeof theapplicationandtakeson theorderof hours to
run. Oncethesystemis deployedin production,thesec-
ond, non-invasivephaseof AFPI passivelymonitors the
system,and updatesthe dependencygraph as new fail-
uresare observed.This processis a goodmatch for the
perpetually-evolvingsoftware found in Internetsystems;
since no performanceoverheadis introduced,AFPI is
feasiblefor live systems.We appliedAFPI to J2EEand
testedit by injectingJavaexceptionsinto an e-commerce
applicationandan onlineauctionservice. Theresulting
graphsof exceptionpropagation are more detailedand
accurate than what could be derivedby time-consuming
manualinspectionor analysisof readily-availablestatic
applicationdescriptions.

1. Intr oduction

We would like to build autognosisinto complex soft-
waresystems,andenablethemto purposelyexposethem-
selvesto faultsin orderto determinehow they reactto fail-
ures.A genericmechanismfor this kind of introspection
would help complex softwaresystemsbecomemoreau-
tonomous,astheresultinginformationcouldbeused,for
example,in automatedrecovery. Knowing how fara fault
haspropagatedmayallow thesystemto limit recovery to
only thosepartsof thesystemthatareaffected;suchsurgi-
cal micro-recoverycanresultin signi�cantly lower time-
to-recover (TTR) than whole-systemrecovery [8]. Es-
pecially in Internetsystems,loweringTTR is often even
more importantthan increasingreliability [15]. Failure
propagationinformationcanalsobe usedfor root-cause
analysis[30, 18] to helptargetthedebuggingeffort.

To datetherehavebeenatleastthreechallengesin real-
izing theabove goals.First,mostproblem-determination
work assumesthe dependency graph has alreadybeen
built. Failurepropagationinformation(e.g.,afault tree)is
manuallyconstructedbasedon detailedknowledgefrom
thedesigners;theprocessis tediousanderror-prone,and
theresultingdependency graphre�ects realityonly to the
extentdesigners'knowledgeis accurateandcomplete.

Second,if thesystemevolves,analysismustberedone.
For many interestingsystems,re-analysiswould quickly
becomethebottleneckto systemevolution. Furthermore,
it is dif�cult to keepa systemandits manually-generated
documentationin sync[6]. Internetsystemsevolvepartic-
ularly rapidly dueto market pressures[17], makingman-
ualanalysisimpractical.

Third, transientandintermittentfailures,in particular,
may be triggerednot only by the applicationitself, but
by bugsin theunderlyingruntimesystem(OS,hardware,
etc.)or by idiosyncraticinteractionsbetweentheapplica-
tion andtheruntimesystem.Capturingtheseinteractions
requiresexaminingthe whole system,not just the appli-
cation.Thismakestheproblemsizelargerandplacespart
of theproblemoutsidethedetailedknowledgeof theap-
plicationdesigner, whomaynotevenbeavailable.

Thecontributionof thispaperis to addresstheseprob-
lemswith a new technique,automaticfailure-pathinfer-
ence(AFPI), for automaticallycapturingdynamic fault
propagationinformation. Using instrumentedmiddle-
ware, AFPI discoverspoints in the applicationwhereit
might fail. Using controlledfault injection andobserva-
tion of thefaults' propagation,AFPI buildsafailureprop-
agationgraph,or f-map, that capturesdependenciesbe-
tweencomponents.

Therestof thepaperis organizedasfollows. Section2
describesthespeci�csof ourapproach.Section3 presents
experimentalresultsvalidatingtheaccuracy of ourf-maps
andcon�rming that thereis no performanceoverheadin
applyingAFPI.Wehighlightspeci�c casesin whichAFPI
�nds interestingfault propagationpathsthat would have
beendif�cult to �nd manually, aswell ascasesin which
it eliminatespathsthatappearin staticdependency graphs
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but do not actuallypropagatefaultsin practice.Section4
describesfuturework,andsection5 comparesAFPI to re-
latedwork,especiallyrecentresearchfocusedondynamic
discoveryof failuredependencies.

2 Automatic Failur e-Path Inference(AFPI)

We appliedAFPI to J2EE,a widely-usedmiddleware
platformfor runningenterpriseandInternet-basedappli-
cations;herewe give a brief overview of this technology
andthe componentsof its runtimesystem. We thenex-
plain theAFPI algorithmandits implementation.

2.1. J2EE Applications and Application Servers

J2EEis a standardfor constructingenterpriseappli-
cationsout of reusableJava modules,called Enterprise
JavaBeans(EJBs).An EJBis aJavacomponentthatcon-
formsto aparticularprogrammaticinterfaceandprovides
servicesto remoteclients. The beanhasan associated
deploymentdescriptor—an XML �le that conveys run-
timecharacteristics,suchaswhethertheEJB'soperations
mustrun within a transaction.TheEJBarchitectureruns
distributedcomponentswithin a specialcontainer, that is
providedandservicedby theapplicationserver (seeFig-
ure1).

A J2EEapplicationmustbe deployed on a J2EEap-
plication server, which providesa standardenvironment
anda setof runtimeservicesspeci�ed by J2EE.Theap-
plication server instantiatesthe EJBs in containers, de-
ploying andundeploying componentson demand.It also
allows communicationvia remotemethodcalls among
EJBs,JavaServer Pages(JSPs,usedto formatcontentfor
Weboutput),andJava servlets.JSPsandservletsmayin-
voke EJBs,which may in turn invoke otherEJBsand/or
communicatewith persistentdatabase(s)over JDBC, a
standardmediator. The applicationserver alsoprovides
standardruntimesystemservicessuchasanaminganddi-
rectoryserviceto allow componentsto referto eachother
using symbolic names,distributed transactionfacilities,
authorizationandauthentication,etc.Finally, theapplica-
tion server integrateswith a Webserveranda servlet/JSP
containerthatmanagesservletsandJSPs,therebymaking
theapplicationaccessiblethroughaWebpageinterface.

2.2. The Intr ospectionProcess

Automatic failure-pathinference(AFPI) consistsof
two phases.In the (invasive) stagingphase,the system
actively performsfault injection, observes its own reac-
tion to the faults, and builds the f-map. In the (non-
invasive)productionphase,thesystempassively observes
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Figure 1. A typical J2EE infrastructure . The
actual application consists of the EJBs in the
shaded area, plus servlets and/or JSPs.

fault propagationwhenfaultsoccurduring normaloper-
ation, and usesthis information to evolve the f-map on
an ongoingbasis. In this paperwe focuson the staging
phase.

Ourchoicefor aJ2EEapplicationserverwasmotivated
by threefacts.First,J2EEis anincreasinglypopularplat-
form for large scaleInternetservices;many businesses
dependfor their critical operationson J2EEapplication
servers. Second,Java offers featuressuchas re�ection
and other mechanismsthat allow AFPI to discover rel-
evant faults to inject. Third, J2EEenforcesa particular
applicationstructurein which componentshave a small
numberof well-de�ned entry points,componentstateis
eitherexplicit or externalizedin a databaseor otherper-
sistentstore,and communicationamongcomponentsis
mediatedby the applicationserver's naming/broker sys-
temandJavaRMI.

2.3. AFPI Algorithm

The generalalgorithmfor the stagingphaseis asfol-
lows:

1. Initialize aglobalfault list to beempty.

2. Starttheapplicationandany externalcomponentsit
uses(e.g.,aseparatedatabase).

3. Every time a new componentC of theapplicationis
deployed(whetherat startupor duringtheoperation
of the applicationserver), usere�ection to discover
themethodsexportedby its interface.

4. For eachmethodM i of C, usere�ection to discover
thesetF of Javaexceptionsdeclaredasthrowableby
M i , andfor eachFj 2 F, addthetriplet (C; M i ; Fj )
to theglobalfault list.

5. Also addto theglobalfault list any exceptionscorre-
spondingto “environmental”faultsthatcouldoccur
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duringexecutionof methodM i . ThesetE of all such
environmental exceptions could include network-
related exceptions,disk I/O exceptions,memory-
relatedexceptions,etc. In our currentapproach,we
add a triplet (C; M i ; E j ) for every exception type
E j 2 E. Injectingapplication-de�nedexceptionsex-
ercisesrobustnessto applicationbugs,while inject-
ing environment-relatedexceptionsprimarily probes
the pathsthroughwhich application-external faults
canpropagate.

6. Onceall EJBshave beendeployed, selecta triplet
(C; M ; F ) fromthelist of faults,andarrangeto inject
exceptionF into componentC thenext timemethod
M is called.Section2.4describeshow this is done.

7. Startthe loadgenerator, in orderto exercisetheap-
plication.

8. As failuresoccur, themonitoringagentis noti�ed by
aseparatefaultdetector. As themonitorreceivesno-
ti�cations, it buildsupanf-mapfor eachtypeof fault.
An f-map is a directedgraph that capturesfailure
propagation:the presenceof a directededge(u; v)
meansthat a fault in componentu propagatedand
causedcomponentv to fail. If, however, u's fault
propagatesbut is properlyhandledby v, thenno ex-
ternally visible behavior is reportedto our monitor,
soedge(u; v) is not addedto thef-map. F-mapsfor
differentfault typesmaydiffer, becausesomefaults
propagatefrom the calleeup the call tree and oth-
ersdonot. In all our experiments,theinjectedfaults
alwaysresultedin observedfailures,i.e., exceptions
thatpropagatedto at leastoneEJB.

9. Savethecurrentf-mapandlist of faultsto stablestor-
age,shutdown andrestarttheapplication,andcon-
tinue with the next (C; M ; F ) triplet. The fault in-
jection experimentsendwhen the list of faults has
beenexhausted.We restartthe applicationbetween
injectionsto avoid spuriouslyrepresentingcascading
failuresin thef-map.

Two notabledifferencesemergein comparingourfault
injectionapproachto otherrecentwork. First, in step4,
we directly induceapplication-visibleexceptions,in con-
trastto prior work that injectslow-level hardwarefaults.
Determiningwhich(if any) application-visiblefailuresre-
sult from low-level hardwarefaultsrequirestheconstruc-
tion of a fault dictionary[20], whichhasprovendif�cult.

Second,somerecentwork [16] attemptsto narrow the
possiblefaultsinjectedataparticularpointbasedonstatic
or dynamicanalysis; for example, if a particularbyte-
code sequenceis known to specify a read from a net-
work streamratherthanfrom a �le, onemight inject only

network-relatedhardwareerrorsratherthanlow-leveldisk
errorsat that point. As statedin step5, we avoid such
narrowingandsimplyenumerateall possibleenvironmen-
tal conditionsthat can be expressedas Java exceptions.
Besidesthe fact that deriving more speci�c information
usingstaticanalysiscanbe cumbersome,we would like
to minimize our assumptionsaboutwhether, in fact, the
executingmethodwould really be unaffectedif an “un-
related”low-level fault occurred(considera methodthat
doesno disk I/O, but a low-level disk fault occurswhile
that methodis trying to pagein dataor code). In fact,
all we assumeis that it is possiblethata givenexception
mightbethrownby aparticularmethod.Wereturnshortly
to the questionwhethermost low-level faultsdo in fact
manifestasapplication-level exceptions.

A major �a w in many fault injection experimentsin
the literature is that they do not accountfor correlated
faults. However, in large scaleproductionsystems,true
independentfailuresarerare[5, 1]. Therefore,oncethe
AFPI sequenceof single-pointinjectionscompletes,our
systemdoesmulti-point injections,to simulatecorrelated
failures.Themonitoringagentaddsto thef-mapany ad-
ditionaledgesthatit detectsthisway.

Once the multi-point injection phasecompletes,the
systemcanbedeployedinto production.Themonitoring
agentcontinuesto observethesystem's reactionsto “nat-
urally occuring” (i.e., non-injected)faults, andmodi�es
thef-mapbasedon theseobservations.Thus,thef-mapis
a continuouslyevolving representationof theapplication.
This passive phaseis in no way dependenton theactive,
fault-injectionphase—itwouldwork evenwithoutanini-
tial draft of the f-map, but it would take muchlongerto
converge onto a correctrepresentationof the dependen-
cies.Wecanthereforethink of thefault injectionphaseas
anoptimization.

2.4. Modifying JBossto EnableAFPI

To testAFPI, we usedJBoss[19], anopen-sourceim-
plementationof J2EE; it is free and we can modify its
sourcecode to perform fault injection and monitoring.
JBossperformswell, is very popular (has beendown-
loadedfrom SourceForge[29] over3 million times)andis
usedby morethan100corporations,includingWorldCom
andDow Jones.

JBossconsistsof a microkernel,with thevariousser-
vicesbeingheld togetherthroughJava ManagementEx-
tensions(JMX). The servicesarehot-deployable,which
implies thatonecanreplacean existing servicewith our
modi�ed versionat runtime,andtheserver will properly
reintegrateit. We built our failure monitoringand fault
injection facilities as two separateservicesof the JBoss
microkernel, so that failuresare detectedindependently
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of any speci�c knowledgethatthey arebeinginjected.
In addition,we modi�ed existing JBosscodein three

ways. First, whenever a new EJB is deployed (i.e., the
beanis instantiatedin a new container),the fault injec-
tor usesJava re�ection to enumeratethe bean's methods
andtheexceptionseachmethodcanthrow, in additionto
thosethrown by the JVM itself (i.e., step4 of the AFPI
algorithm). This processis identicalwhetherthe EJB is
deployedaspartof regularapplicationdeployment,or as
partof a liveupgradeor bug �x.

Second,we providea new containermethodby which
we can instruct the EJB that the next call to methodM
shouldthrow exceptionX , i.e. step6 in the algorithm.
During the fault injection stage,the fault injector will
systematicallyinject every kind of exceptionthat canbe
thrown by eachmethodin the bean,one at a time. It
will attemptto throw bothdeclaredexceptions(i.e., those
explicitly declaredby the bean's Java methodsignature,
someof which maybe handledusingcatch andothers
which may be passedup to the caller) andnon-declared
exceptions(e.g.,a runtimeconditionsuchasOutOfMem-
oryError, to simulatemoregenericsystem-level problems
that most beanswould not try to detectdirectly, as in
step5 of thealgorithm).

Third, we modi�ed the EJB containerso that, when
an exception is thrown by an EJB, the stack trace is
parsedandwe extract the identity of the calling compo-
nent(bean/servlet/JSP)andtheinvokedcomponent.This
informationis passedto thefailuremonitorservice,which
usestheinformationtobuild upafailurepropagationmap.

Sincewe modi�ed the applicationserver ratherthan
a speci�c applicationbeingdeployed,we caninvoke the
new functionality on any J2EEapplicationthat runs on
JBoss.

3. Experiments

Ourexperimentsaddressthreeissues:thesuitabilityof
our injectedfaults,theaccuracy andusefulnessof our f-
maps,andat whatcostin termsof time andperformance
we canobtainthesef-maps.To determinethecostof ob-
taining suchgraphs,we measurethe performanceover-
headintroducedby our modi�cations to JBossin section.
The sectionendswith a discussionof AFPI's shortcom-
ings.

All experiments,exceptperformanceoverhead,were
performedon an Intel Pentium–41GHz machine,with
512MB RAM, runningLinux 2.4.9. We modi�ed JBoss
3.0.3 running on Sun Java 2SE 1.4 and Sun Java 2EE
1.3.1.Theapplicationswe chosefor our experimentsare
Petstore1.1.2andRUBiS 1.3. Petstoreis a freely avail-
ablesampleJ2EEapplicationfrom Sunthat implements
ane-commercesitewhereuserscanmaintainanaccount,

updatetheir pro�le and paymentinformation, browse a
merchandisecatalog,add/remove items to/from a shop-
pingcart,completeapurchase,etc. It consistsof 233Java
�les andabout11K lines of code. RUBiS, developedat
RiceUniversity, implementsa web-basedauctionservice
modeledon eBay. It contains582 Java �les and about
26K linesof code.For eachof theseapplications,thein-
vasivestagingphasetook betweentwo andthreehoursto
complete.

We wrote a load generatorthat playsbacka traceof
clients' interactionswith the web site; such tracesare
saved using a request/responserecording proxy. The
recordingof clientactivity canbedoneon live traf�c dur-
ing theproductionphase,to generatea tracethat is abso-
lutely speci�c to thewebsitein question.

3.1. Suitability of Injecting Java Exceptions

Sincewe intend for our techniqueto be usedon real
systems,it is importantthatweinject faultsrepresentative
of thosethat would occurin real systems.We inject ap-
plicationandJVM-visible faults(exceptions,application-
visible or OS-visible resourceexhaustion) rather than
low-level faults (bit �ips, stuck-ats)for three reasons.
First, low-level faultsarenotthatcommonin Internetsys-
tems,unlike, e.g.,spacebornapplicationsexposedto ra-
diation;Internetservicesgodown mainlydueto software
bugsandoperatorerrors[24, 12, 28, 2, 26]. Second,faults
notcorrectedby thehardwarewill oftenmanifestassome
higher-level fault, but if transient,the mappingmay ap-
pearnondeterministic.A “random” bit �ip maycorrupt
an important/live datastructureor trashthe heap,but in
many casesturnsout to beharmless[10]. Gettingreliable
failure propagationfor this type of faults is dif�cult; we
arenot awareof prior work thatsystematicallyaddresses
this problem.

An importantquestionconcernscoverageof failures:
have we exercisedall the conditionsthat could trigger a
particularexception,especiallygiventhattheway theex-
ceptionis handledmay dependon the particularstateof
the programat the time the exceptionoccurs?Although
the experimentsperformedso far have not providedevi-
dencefor this,weanticipatethatourcoverageis notcom-
plete. However, in caseswherepartial recovery fails due
to incorrectlydeterminingthesubsetof componentsthat
mustberecovered,a full rebootcouldalwaysbeused[8].

In addition to injecting the kinds of faults the appli-
cation designeroriginally thought of, we choosefaults
that are in fact commonlyobserved as software-related
transients. Exceptionsexplicitly declaredby the beans
correspondto the designer's own knowledgeof particu-
lar “expected”failuremodes.With respectto undeclared
exceptions,it is reasonableto ask whetherthe kinds of
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Figure 2. Two f­maps for Petstore: one obtained thr ough manual inspection of deplo yment descriptor s (left)
and one obtained automaticall y by our intr ospective system (right). The bold edges are those that are not
common between the two f­maps.

failuresthat are independentof applicationsemantics—
OS resourceexhaustion,network connectivity problems,
manifestationof bugsin the OS kernelor libraries—are
indeedmanifestasJava-visibleexceptions.

Whenaninternalerroror resourcelimitation prevents
the Java virtual machinefrom implementingthe seman-
tics of the Java programminglanguage,it throws an ex-
ceptionthat is a subclassof VirtualMachineError;these
exceptionsareshown in Table1.

Exception Possiblereal life cause
declaredexceptions application-expectedfaults
OutOfMemoryError memoryexhaustion
StackOver�owError codebugs
IOException failedor interruptedI/O operations
RemoteException remotemethodinvocationfailure
SQLException databaseaccesserror
NullPointer codebugsanddataerrors

Table 1. Exception types used in our experi­
ments.

Wealsoinjectedtiming faults,in whichcallsto various
EJBsweredelayed,but dueto theblockingnatureof RMI
(Java's RPC-like remotemethodinvocationmechanism),
suchtiming faultsdid not induceany failurein Petstoreor
RUBiS.

We did not �nd literature that documentsthe extent
to which differentJVMs actuallytranslatesuchlow-level
faultsinto Java-visibleexceptions.We performeda num-
ber of ad hoc experiments(seeTable2 for a few exam-
ples)to determinewhetherJava exceptionswereindeeda
reasonableway to simulatesuchfaults. Theresultswere
satisfactory: using the Sun HotSpotJVM, all faults we

injectedat thenetwork level (e.g.,severingtheTCPcon-
nection),disk level (e.g.,deletingthe�le), memory(e.g.,
limiting theJVM'sheapsize),anddatabase(e.g.,shutting
DBMS down) resultedin oneof theexceptionsshown in
Table1. Our validation,however, is certainlynot exhaus-
tive. Fault modelenforcement[25] is aninterestingtech-
nique that hasbeenrecentlyproposedfor ensuringthat
real-life faultsdo manifestasoneof a setof faultsspeci-
�ed in a faultmodel.

Induced failur e Exception
badserver in registry ConnectException
RMI registry unreachable ConnectException
server not in registry NotBoundException
server crashesduringcall UnmarshalException

Table 2. Examples of RMI experiments that test
whether real faults turn into Java exceptions. All
exceptions are subc lasses of RemoteException.

3.2. F­Maps Compared to Existing Structur es

In this sectionwe examinewhetherour f-mapsareas
accurateas thoseobtainedusing other techniques,and,
if so, whetherthey are any better. We comparef-maps
obtainedthroughour introspective methodwith a depen-
dency graphbuilt by manualinspectionof J2EEdeploy-
ment descriptors—aprogrammer-suppliedXML docu-
mentfor eachJ2EEcomponent,thatdescribesa compo-
nent's deploymentsettings.A bean's descriptordeclares,
amongotherthings,whatotherbeansthis beancalls; this
suggestsusingthecollectionof descriptorsasanapprox-
imationof thestaticcall graph.
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Figure 3. Two f­maps for RUBiS: one obtained thr ough manual inspection of deplo yment descriptor s (left)
and one obtained automaticall y by AFPI (right). The bold edges are those that are not common between the
two f­maps. Shaded components are EJBs, clear boxes indicate servlets.

In our implementation,the nodesin an f-map repre-
sent EJBs, servlets,JSPs,and specialdata accessob-
jects (DAOs) used for accessingdatabases. Figure 2
shows two versions of the Petstoref-map; there are
two typesof differencesbetweenthe f-maps. First, the
injection-basedf-map is missingsomeedgespresentin
the descriptor-basedf-map: AccountEJB! OrderEJB,
CatalogEJB! ShoppingClientControllerEJB,and ES-
toreDB ! web tier. Second,the injection-basedf-map
hasadditionalnodesandedgesthatarenot presentin the
descriptor-basedf-map: HttpJspBase,MainServlet,and
six JSPs,with thecorrespondingedges.Thedeployment
descriptorsgroupall webcomponents(servletsandJSPs)
into oneentity, calledthewebtier.

We weremostconcernedaboutthemissingedges,be-
causethey seemedto imply that our techniquefailed to
discover existing dependencies.However, upon inspec-
tion of thecode,we foundthat the injection-basedf-map
wascorrect.In thecaseof theAccountEJB! OrderEJB
edge,OrderEJBdid indeedmaintaina referenceto Ac-
countEJB,but it never interactedwith that EJB, hence
no opportunityfor a fault propagationfrom AccountEJB
to OrderEJB.In the caseof CatalogEJB! Shopping-
ClientControllerEJB,ShoppingClientControllerEJBdid
not even have a referenceto CatalogEJB,so the deploy-
mentdescriptorsweresimplywrong.This illustratesthat,
contraryto our initial expectations,thedescriptorscannot
be relied on for understandingthestructureof the appli-
cation.

Finally, theEStoreDB! webtier edgeis presentin the
descriptorsdueto a servletwhich runsat setuptime and
populatesthe databasewith default information (users,
merchandise,etc.).This servletis run onceat installation
andnever againduring normaloperation,which is why

our f-mapcorrectlyindicatesthereis nodirectfault prop-
agationedgefrom thedatabaseto any of thewebcompo-
nents.

The seconddifferenceis that componentsarediscov-
eredat a �ner grain thancanbe capturedin the deploy-
mentdescriptors.For example,whatdescriptorsshowed
asthe“web tier,” our systemdissectedinto theindividual
servletsandJSPs,alongwith fault propagationinforma-
tion. Theseadditionalf-mapnodesnaturallyresultin new
edgesalongwhich faultscanpropagate,edgesthatcanbe
usedin betterpinpointingthe sourceof failure andthus
provide a morepowerful tool in decidingwhich compo-
nentsto recover. An interestingcaseis thatof theHttpJsp-
Basenode;we tried to �nd it in thePetstoresourcecode
to understandits role, but it turnedout it is not part of
theapplication.HttpJspBaseis thesuperclassof all JSP-
generatedservletsand it is part of Jetty, the servlet/JSP
containerthatwe usedwith JBoss.Hence,our technique
wasableto identify interactionswith componentswhich,
althoughnot part of the application,arestill partsof the
systemdeliveringtheservice.

Obtainingthe f-mapsfor RUBiS, asindicatedin Fig-
ure3, con�rmed thepropertiesobservedwith thePetstore
f-maps.This time, thedeploymentdescriptorsturnedout
to be quite conservative, in that the AFPI-basedf-map
containedstrictly moreinformationthanthe descriptors.
Many of the inter-EJB dependenciesfail to be indicated
asreferencesin the deploymentdescriptors.Dependen-
ciesbetweenEJBsandservletsarenotcapturedin deploy-
mentdescriptorseither. While muchof this information
could be obtainedthroughstaticanalysis,certaincondi-
tionscannotbefound,suchascodethatis dead,owing to
adependency on thecurrentdate.

Wedidnotmodify JBossbetweenthePetstoreandRU-
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BiS experiments,thusdemonstratingthatour approachis
application-agnostic.Any J2EEapplicationcouldbesub-
jectedto AFPI by simply droppingthe.jar �le in JBoss's
deployment directory. True application-genericrecov-
ery for UNIX applicationswith no middlewarehasbeen
shown to be infeasible[23]. AFPI doesbetterbecause
J2EEconstrainsthestructureof theapplicationandallows
usto modify theruntime. Onecouldclaim for non-J2EE
applicationsthat theOS/kernelis the runtime,andtry to
modify that;UNIX applications,though,areusuallynon-
modularandtheir stateis not well-circumscribed,which
explainstheresultsin [23].

AFPI needednoapplication-speci�cknowledgeto de-
rive thecorrectsetof dependenciesbetweencomponents,
anddidn't evenrequireaccessto theapplication's source
code.As wasmentionedpreviously, thecollectionof de-
ployment descriptorsdoesnot needto re�ect a correct
staticcall graphin order for the applicationto run, and
in fact one would expect beanevolution to make erro-
neousdescriptorsmorecommon. This is especiallytrue
giventhatdevelopersoftenmaintainthedescriptorsman-
ually [3], althoughexpensive commercialtoolsareavail-
abletoprogrammaticallygeneratedeploymentdescriptors
from beansources.Moreover, evenif thedeploymentde-
scriptorswerecorrectandcomplete,they would capture
all possiblepathsthat might propagatefaultsat runtime,
whereasweareinterestedin thosethatactuallydopropa-
gatefaults.

Sincedeploymentdescriptorsfail to provide an accu-
rate static call graph, we consideredobtaining the call
graphusinga tool thatdirectly inspectedthesourcecode.
Of course,suchacall graphwouldhaveto besigni�cantly
prunedin orderto make it useful; thestaticcall graphis
normallyexponentialin theprogramsize,andresearchers
currently attemptingto apply static analysisto improve
fault coverageadmitthey will have to usea smaller-sized
approximationof thefull staticcall graph[16]. Evenif we
couldwork with acompactrepresentationof thestaticcall
graph,it wouldshow pathsalongwhichfaultsmightprop-
agate,not only theonesalongwhich faultsdo propagate,
andit would not revealedgesthatpropagatefaultsunre-
latedto individual methodinvocations,suchasan errant
threadthatoverallocatesmemoryandcausesanotherun-
relatedthreadin thesameJVM to getanout-of-memory
exception.

3.3. Fault­Class­Speci�cF­Maps

Unlike generaldependency graphs,our techniqueal-
lows the systemto obtain andmaintainseparatef-maps
for eachfault class. Suchmapsenabletargetedrecov-
ery in the caseof speci�c faults. Since one motiva-
tion of obtaining f-maps is fast recovery, we do want

such�ne-grained information about failure propagation
sothatwe canrecover theminimal subsetof failedcom-
ponents.By eliminatingedgesthat do not re�ect actual
(observed) propagationpaths,we can do more ef�cient
micro-recovery.

MainServlet

ShoppingCartEJB

CatalogEJB

ShoppingClientControllerEJB

CustomerEJB

AccountEJB

SignOnEJB

Figure 4. Petstore f­map based exc lusivel y on
application­dec lared exceptions.

Figure4 shows a Petstoref-mapdiscoveredby inject-
ing exclusively application-declaredexceptions.Suchan
f-map may help us in decidinghow useful it would be
to suppressenvironmental/externalsourcesof faults(e.g.,
by purchasingmorereliablehardware). Notice that this
f-mapis considerablysimplerthanthepreviousf-maps.

We alsoexaminedPetstore's � ve fault-class-speci�cf-
mapsfor undeclaredexceptions,i.e.,thoseobtainedby in-
jecting OutOfMemoryError, StackOver�owError, IOEx-
ception, RemoteException,and SQLException,respec-
tively. To our suprise,eachof thesef-mapswas virtu-
ally identical to the cumulative one in Figure 2, which
representstheunionof all thefault-class-speci�cf-maps.
Inspectingthe Petstorecodeprovided a simpleexplana-
tion: the applicationcontainsalmostno codeto handle
exceptionsthat may occur from its interactionwith the
environment.Suchlackof robustnesscausesany external
exceptionto appearas“somethingbad” that theaffected
EJBdoesnothandlegracefully.

3.4. Injecting Corr elatedFaults

As describedin section2.2,thesecondphaseof f-map
generationconsistsof injectingcorrelatedfaults. Theal-
gorithmfor this secondphaseis similar to the�rst phase,
with oneexception:in orderto generatethefault list, we
taketheCartesianproductof theoriginal fault list with it-
self, andtheneliminateany 6-tuplesfor which the same
componentis involved in both the �rst and the second
fault of the tuple. This givesall possiblecombinations
of 2 faults that involve distinct components.An analo-
gousalgorithm is usedfor building the list for n-point
injections,wheren > 2. If new propagationpathsare
discoveredthroughmulti-point injection,they aremerged
into thef-map.
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Wewereparticularlyinterestedin verifying therobust-
nessof the information in the f-mapsto correlatedfault
scenarios.Thef-mapsconvergedmuchquickerontotheir
�nal form, becauseof therichersetof faultsthat thesys-
temwasexposedto. Theunexpectedresult,however, was
thatwe obtainedf-mapsidenticalto thoseresultingfrom
single-pointinjection. While this might suggestthe f-
mapsarerobust, we actuallybelieve the result is dueto
anotherreason: in a request/responsesystemwith very
little recoverycode,whenarequestentersthesystemand
hits a faulty component,it will almostalwaysfail at that
point andnot proceedfurtherthroughthesystem.Hence,
the correlatedfaultsare likely beingconsumedby sepa-
raterequests,asif thefaultshadbeeninjectedseparately.

3.5. Overhead

We evaluatedtheperformanceimpactof ourmodi�ca-
tionsby comparingtheperformanceof unmodi�ed JBoss
to thatof ourinstrumentedversion,with thesamePetstore
workloadweusedfor generatingthef-maps.Wefoundno
statisticallysigni�cant differencein performancewhenno
exceptionsare thrown, i.e., understeadystateoperating
conditions.This suggeststhat it is feasibleto implement
our techniquein a productionsystem.

JBossandthedatabasewerehostedon thesameIntel-
P3 450MHz-basedmachinewith 512MB of RAM. The
workloadgeneratorsranonadualP3/1GHzmachinewith
1.5GB of RAM. The purposewe chosemachineswith
suchdifferentcharacteristicswas to allow us to saturate
theserver. Both machinesranLinux 2.4with Sun'sJVM
1.4.1 and were connectedvia 100MbpsEthernet. The
server'sCPUwassaturatedat100%duringeachrun. Our
modi�ed JBosscompletedeachtestrun on averagein 93
seconds,comparedto 94.8secondsfor unmodi�edJBoss;
standarddeviationwas5.8in bothcases.Weconsiderthis
improvementin therunningtime of theapplicationto be
juststatisticalnoise,aswedonotthink any of ourchanges
wouldmakeJBossrun faster.

3.6. Weaknesses

A problemspeci�c to our experimentsis the fact that
weonly injectedexceptionsandtiming faults.First, there
may be low-level faults that do not manifestas excep-
tions in the Java VM, althoughwe haven't found any in
our ad hoc experiments. Second,we haven't explored
yet data-level faults, in which a called componentpro-
videswrongdata.Mostof thesefaultsrequireapplication-
speci�c knowledgeto detect,unlesswe transparentlyem-
ploy redundancy combinedwith a voting scheme.A spe-
cial kind of datafaultsarenull pointers,which we inject
usingNullPointerException.

Problemsalsoarisefrom the fact thatwe currentlydo
not collect all the information we could about the ex-
ceptions,thuspreventingusfrom distinguishingbetween
propagationpathscomposedof a subpaththatpropagates
fault X , chainedto a subpaththat propagatesfault Y .
We do collect per-fault-classf-maps,but in the caseof
application-declaredexceptions,ourcurrentversionof the
systemwould indicatetheentirepathasa fault propaga-
tion path,without discriminatingamongthefaults.

We cannotclaim that any particularset of AFPI ex-
perimentswill �nd all failurepropagationpaths,e.g.,be-
causewe dependon theappliedworkloadto exerciseall
affectedcomponents.However, whenusingAFPI in re-
covery via recursive micro-reboots[8], we canview the
useof thef-mapasanoptimizationthatimpactsrecovery
performancebut not recovery correctness.If the failure
hadbeennon-transient,thenneitherfull recoverynorpar-
tial recoveryguidedby thef-mapwould havecuredit.

An important use for f-maps is automatedmicro-
recovery: basedonthef-map,determinetheminimalsub-
setof thesystemthatmustbe recoveredto curethe fail-
ure, for example,restartingthe databaseand undeploy-
ing/redeploying a beanor set of statefulsessionbeans.
We founda signi�cant time-to-recoveryadvantageto this
approachcomparedto whole-systemrestart,andshowed
thatavailability canbeimprovedby 78%whenAFPI and
micro-rebootsareusedtogether[9].

4. Future Work

We areextendingourwork in two mainareas:
Applicationevolution. Whenwe adda new EJBin an

application,AFPI currentlyupdatesthe f-map correctly.
We want, however, to modify AFPI suchthat the f-map
getsupdatedalso when a componentchangesor is re-
moved from the application. Similarly, sometimesthe
samelogic bug in anapplicationwill manifestdifferently
on differentruntimes.For example,a logic bug in a Java
applicationthatcausedonesystemto livelockmanifested
asa JVM crashon a differentsystem[13]. AFPI should
capturesuchcasesthatwouldbemissedbyanalyzingonly
theapplication;wewould liketo verify thisin practiceus-
ing anotherJDK/OScombinationfor oneor moreof the
aboveapplications.

Correlationvs.causality. Our techniquecurrentlycap-
turesonly causalityinformation:anedge(A; B ) is added
to the f-map if componentA propagatesa fault to com-
ponentB . We believe there is high value in capturing
correlation in additionto causality, by addingperhapsa
specialkind of edge(A; B ) for when statisticalobser-
vation indicatesthat componentsA and B fail together
mostof the time, even thoughno directpropagationwas
observed. This would captureindirect couplingbetween
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componentsdue to an external resource,e.g.,one com-
ponentcorruptsa datastructurethat is sharedby another
component,but maintainedin a third componentsuchas
a database.Suchcorrelationinformationseemsto be a
goodcandidatefor thepassive,post-deploymentphaseof
AFPI, in which thesystemis observedin productiondur-
ing normaloperation.

5. RelatedWork

A signi�cant bodyof work existsonusingdependency
graphsfor rootcauseanalysisandfaultdiagnosis.For ex-
ample,alarmsdetectedat variouscomponentsof thesys-
temcanbemappedto nodesof thedependency graph,and
thegraphcanbeusedto determinewherethesourceof the
alarmsmaybe[30, 18]. A dependency graphcanalsobe
usedasaguidefor whichcomponentsto examinedirectly
in orderto determinetheroot causeof failure[22]. There
area numberof moresophisticatedalgorithms[27] that
canusedependency graphsto obtainhigherprecisionin
fault diagnosis,at theexpenseof timeliness.

Othershaverecognized,aswehave,theimportanceof
automaticallydeterminingdependency informationwith-
out extensive application-speci�cknowledge;aggressive
software evolution in Internet applicationsmakes this
ability essential[17]. Someresearchershave usedexist-
ing deploymentinformation[21] or correlationof behav-
iors [14] to provide indirect evidencefor dependencies.
Othershave usedsomeform of fault injectionto observe
the effectsof a fault in onesystemcomponenton over-
all systembehavior: [7] inducedapplication-speci�cer-
rors in ane-commerceapplicationby selectively locking
tablesin a databasethatcertaine-commercetransactions
neededto access,thenrecordingwhich typesof transac-
tionswereaffected.

Morerecently, Bagchietal. [4] extendedthisapproach
to determinewhich component(s)are most likely to be
the root causeof a particular observed type of perfor-
mancedegradation,consideringboth faults that lead to
failuresand conditionssuchas resourcestarvation that
leadto poorperformance.Both their work andthatof Fu
et al. [16] rely on the conceptof a fault dictionary[20],
which maps“low-level” faults(e.g.a hardwarefailure in
anetwork link) to application-levelobservedfailures(e.g.
exceptionsor applicationcrashes):ratherthandirectly in-
ducingapplication-level exceptionsaswe do, they inject
low-level faultsthatwouldproduceparticularapplication-
level failures. In [4] the constructionof the fault dictio-
nary is not addressed;[16] admit that theconstructionof
the dictionary is complicatedby the many softwarelay-
ersbetweenthe low-level hardwareand the application,
andthey proposeto usetwo kindsof staticanalysisto in-
fer which application-level exceptionscouldpossiblyre-

sult from particularlow-level faults. We believe that di-
rectly injecting exceptionsmay avoid someof thesedif-
�culties. In any case,our goal is to usethis information
to enablefastpartial recovery, whereasmostprior work
hasfocusedonusingit to assistin root-causediagnosisor
systemhardening.

Pinpoint[11] usedacombinationof fault injectionand
dataclusteringanalysisto determinewith high accuracy
which componentsweremost likely to be at fault when
a particularend-user-visible failure was observed in an
Internetapplication. Unlike Pinpoint,our approachuses
anentirelyapplication-genericfault injectionmechanism,
that utilizes re�ection insteadof a predeterminedlist of
faults;this enablesintrospection.We havecombinedPin-
point'sanalysistoolswith f-maps,to enablefastaccurate
failurediagnosis,whichis usefulfor bothspeedingrecov-
ery [9] andtargetingsystemdebuggingefforts.

6. Conclusions

We focusedon applying AutomatedFailure-Path In-
ferenceto applicationsbuilt on Java 2 EnterpriseEdition
middleware,becausesuchapplicationstendto be highly
modularandrely onawell-de�nedsetof runtimeservices
whoseimplementationwe canchangeto addfault injec-
tion andmonitoringbehaviors.

The experimentswe describedshow that AFPI auto-
maticallyanddynamicallygeneratesf-mapsthat�nd run-
time dependenciesthat static call graphanalysismight
miss. AFPI-generatedf-mapscorrectly omit dependen-
ciesthat appearin the staticcall graphbut do not result
in observed fault propagationat runtime. The dynami-
cally generatedf-mapscancapturedependency informa-
tion perfault type,providing higherresolutionthanmany
statictechniques.

InjectingJava exceptionsto representrealoperational
faults is reasonable,and in particular, certain common
classesof application-genericfaults(suchasresourceex-
haustion)areoften manifestasJVM exceptions. While
injectingcorrelatedfaults,we did not �nd any new f-map
edges,but expect this to be due to the simple, single-
threadedapplication,ratherthanto the AFPI implemen-
tation. For similar reasons,we have not yet investigated
in depththe stability of f-mapsin the presenceof quasi-
deterministicfaults, suchas thoseintroducedby perni-
cious�rmw arebugs.

AFPI'sstagingphasetookaboutthreehoursfor anon-
trivial applicationconsistingof over26K linesof codeand
requiredno manualinspectionor knowledgeof the ap-
plication itself; the additionaloverheadof leaving AFPI
in placeduringproductionoperationwasnegligible. Al-
thoughAFPI may not captureall propagationpaths,we
aim for a solutionthat is theright tradeoff betweencom-
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plexity/dif �culty/cost and effectiveness. Failure depen-
dency graphshave many uses,andin [9] we demonstrate
its valuefor automatedmicro-recovery.
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