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Abstract

Traditional problem determinationtechniquesrely on
static dependencynodelsthat are dif cult to genewiate ac-
curately in today's large, distributed, and dynamicappli-
cation ervironmentssuc as e-commezge systems.In this
paper we presenta dynamicanalysismethodolgy that au-
tomategproblemdeterminatiorin theseervironmentdy 1)
coarse-gainedtagging of numebpusreal clientrequestas
they travel through the systemand 2) using data mining
techniquesto correlatethe believedfailuresand successes
of theserequestdo determinewhich componentsre most
likely to be at fault. To validate our methodolgy, we have
implementedPinpoint, a framevork for root causeanaly-
sison the J2EE platformthat requiresno knowled@ of the
application components.Pinpoint consistsof three parts:
a communicationgayer that tracesclient requestsa fail-
ure detectorthat usestraf c-snif ng and middlevare in-
strumentation,and a data analysisengine We evaluate
Pinpoint by injecting faults into various application com-
ponentsaand showthat Pinpointidenti es thefaulty compo-
nentswith high accuracyandproducedew false-positives.

Keywords: ProblemDeterminationProblemDiagnosis,
Root causeAnalysis, Data Clustering,Data Mining Algo-
rithms

1. Intr oduction

Today's Internet servicesare expectedto be running
24x7x365.Giventhe scaleandrateof changeof theseser
vices, this is no easytask. Understandindiow arny given
client requestis beingful lled within a serviceis dif cult
enough;understandingvhy a particular client requestis
not working—determiningthe root causeof a failure—is
anevengreaterchallenge.

Internet servicesare very large and dynamic systems.
Thenumberof softwareandhardwarecomponentén these
systemsncreasess new functionalitiesare addedand as
componentsarereplicatedfor performanceandfault toler

ance,often increasingthe compleity of the system. Ad-
ditionally, as serviceshecomemore dynamic,e.g.,to pro-
vide personalizednterfacesandfunctionality, the way that
clientrequestareservicecdbecomesnoreandmorevaried.
With the introductionof Internet-wideserviceframewnorks
encouragingrogrammatiénteractionsetweerdistributed
systems, such as Microsoft's .NET [20] and Hewlett-
Packards E-Speal15], the sizeanddynamicsof a typical
Internetservicewill only continueto increase.

Today a typical Internetservicehasmary components
dividedamongmultipletiers: front-endioadbalancersyweb
seners,applicationcomponentsandbaclenddatabasess
well asnumerougreplicated)subcomponentsithin each
[22]. As clientsconnecto theseservicestheirrequestsare
dynamicallyroutedthroughthis system. Currentinternet
services,suchasHotmail [8], a web-basedtmail service,
andGoogle[7], asearclenginearealreadyhostedonthou-
sandsof senersand continueto grow.> The large size of
thesesystemstogetherwith the increasen their dynamic
behaior, meansanincreasein their compleity and more
potentialfor failuresto occurdueto unanticipatedinterac-
tion” faultsamongcomponentsThatthesefailuresactually
occuris evidenceduy thefactthatfew servicegleliveravail-
ability over 99.9%in areal-world operatingervironment.

1.1 Background

Thefocusof thispapelis problemdeterminationdetect-
ing systenmproblemsandisolatingtheirrootcausesCurrent
root causeanalysistechniquesuseapproacheshat do not
sufciently capturethe dynamiccompleity of large sys-
tems, and they require peopleto input extensive knowl-
edgeaboutthe systemg24, 4]. Most root causeanalysis
techniquesincluding event correlationsystemsare based
on static dependeng modelsdescribingthe relationships
amongthe hardware and software componentsn the sys-
tem. Thesadependengmodelsareusedo determinavhich
componentanight be responsiblefor the symptomsof a
given problem[5, 25, 6, 13. The rst major limitation

1Hotmail 7000+[11], Google8000+[14]



of traditional dependeng modelsis the dif culty of gen-
eratingand maintainingan accuratemodel of a constantly
evolving Internetservice. Their secondmajor limitation is

thatthey typically only modelalogical systemanddo not

distinguishamongreplicatedcomponents However, since
largeInternetserviceshave thousandsf replicatedcompo-
nentsthereis aneedto distinguishamongthemto nd the

instanceof the componenthatis atfault.

1.2 A Data Clustering Approach

We proposea new approachto problemdetermination
thatbetterhandledargeanddynamicsystemdy:

1. Dynamicallytracingrealclientrequestshroughasys-
tem. For eachrequestwe recordits believed success
or failure,andthe setof componentsisedto serviceit.

2. Performingdataclusteringand statisticaltechniques
to correlatethe failuresof request¢o the components
mostlikely to have causedhem.

Tracingreal requestghroughthe systemenablesus to
supportproblemdeterminatiorin dynamicsystemswhere
using dependeng modelsis not possible. This tracing
alsoallows usto distinguishbetweermultiple instanceof
whatwould be a singlelogical componentn adependeng
model.

By performingdataclusteringto analyzethe successes
and failuresof requestswe attemptto nd the combina-
tionsof componentshataremosthighly correlatedvith the
failuresof requestsunderthe belief thatthesecomponents
arecausingthefailures. By analyzingthe componentshat
areusedin thefailed requestsbut arenot usedin success-
ful requestswe provide high accurag with relatively low
numberof falsepositives. This analysisdetectsindividual
faulty componentsaswell asfaultsoccurringdueto inter-
actionsamongmultiple componentsThis approachs well
suitedfor largeanddynamiclnternetservicesbecause:

Livetracingof clientrequestsllowsusto analyzeboth
thelogicalandphysicalbehaior of asystem.Because
tracingdoesnotrequirehumaninterventionto adapto
systemchangesPinpointscalego constantlyevolving
Internetservices.

Data clusteringtechniquesallow us to quickly sum-
marizethelargeamountof collectedtracesandcorre-
latethemwith believedfailures.Becausehe Pinpoint
analysisis automatedit doesnot requireextra effort
on the part of servicedevelopersandoperatorgo run
onlargeservices.

The Pinpointapproactdoesmake two key assumptions
aboutthe systembeing measured First, the systems nor-
mal workload must exercisethe available componentsn

different combinations. For example,if two components
were always to be usedtogethey a fault in one would
not be distinguishablefrom a fault in the other Sec-
ondly, our dataclusteringapproachassumeshat requests
fail independently—thewill notfail becausef the activi-
tiesof otherrequestsTheseassumptionaregenerallyalid
in today's large anddynamiclnternetservices.Servicere-
gueststend to be independentf one another dueto the
natureof HTTP, andthe highly replicatednatureof Inter
netserviceclustersallows componentso berecombinedn
mary waysto avoid single-pointsof failure.

We have implementedbur approachn a prototypesys-
tem called Pinpoint, and used Pinpoint to identify root
causesn a prototypee-commerceervironmentbasedon
the Java 2 Platform EnterpriseEdition (J2EE)demonstra-
tion application, PetStore[21]. We use a workload that
mimicstherequestlistribution of the TPCwebe-commerce
orderingbenchmarkTPC-WIPS0)[2]. We instrumented
J2EEsener platformto traceclient requestsat every com-
ponentandhadafault-injectionlayerthatwe usedto inject
4 typesof faults. Theresultsdemonstrat¢he power of our
approach.We wereableto automaticallyidentify the root
causesof single-componenfailures 80-90% of the time
with anaveragerateof 40-50%falsepositiveswithout any
knowledgeof the componentsndtherequestsTherateof
falsepositivesis betterthanothercommonapproachethat
achieve similar accuracies.

The contributionsof this paperare: 1) adynamicanaly-
sisapproacho problemdeterminatiorthatworkswell and
2) a framework that enablesseparatiorof fault detection
and problemdeterminatiorfrom application-l&el compo-
nents. The restof this paperdescribeur approacho au-
tomatingproblemdeterminatiorandthe experimentalval-
idation of this work. Sections2 and 3 presenta detailed
designandimplementatiorof a framework, Pinpoint, that
usesour approach. Section4 describesour experimental
validation. Section5 discussedimitations of Pinpointand
previouswork andfuturework in this area.We concluden
Section6.

2. The Pinpoint Framework

To validate our data clustering approachto problem
determinationwe designedand implementedPinpoint, a
framawork for problem determinationin Internetservice
ervironments.Ourframavork, shavn in Figurel, provides
threemajorpiecesof functionalityto aid developersandad-
ministratoran determiningheroot causeof failures:

Client RequestTraces: By instrumentinghe middlevare
and communicationdayer betweencomponentsPin-
point dynamicallytrackswhich componentsare used
to satisfyeachindividual clientrequest.
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Figure 1. The Pinpoint Framework.

Failur e Detection: Pinpointprovidesbothinternalandex-
ternalmonitoringof a systemto detectwhetherclient
requestsare succeedingor failing. Internal fault-
detectionis usedto detectassertionfailuresand ex-
ceptions,ncluding errorsthatarelater masled by the
system.Externalfault-detectioris usedto detectend-
to-endfailuresnot otherwisedetectable.

Data Clustering Analysis: Pinpoint combines the data
from trackingclient requestswith succesandfailure
datafor eachrequestandfeedsit into a dataanalysis
engineto discover faulty componentand component
interactions.

2.1 Client RequestTracing

As aclientrequestravelsthroughthe systemwe arein-
terestedn recordingall the componentst uses,at various
granularities. At a coarsegranularity we are interestedn
the machinesand,dependingn the size of the service the
clustersbeingused.At a ner granularity we areinterested
in loggingindividual softwarecomponentscomponenver-
sions,and, if practical,even individual data les (suchas
databaseables,and versionsof con guration les). Our
goalis to captureas muchinformationaboutpossibledif-
ferentiatingfactorsbetweensuccessfubndfailed requests
asis practical.

Whena clientrequestrst arrivesat the service the re-
guesttracingsubsystenis responsibldor assigninghere-
guesta uniquelD andtrackingit asit travelsthroughthe
system. To avoid forcing extra complexity and excessie
loadonthecomponentbeingtraced thetracingsubsystem

generatesimple log outputsin the form of requestiD,

componentiD pairs. This informationis separatelycol-

lated into completelists of all componentsachrequest
touched.

By modifying the middleware beneaththe application
componentsve areinterestedn, we canrecordthe ID of
every requestthat arrivesat a speci ¢ componentwithout
having arny knowledgeof theapplicationsandwithoutmod-
ifying the components. When an applicationcomponent
malkesa nestedcall to anothercomponentthe middlewvare
recordsthat anothercomponentis aboutto be used,and
forwardsthe requestD to the next componentlongwith
the call data. The changesequiredto implementthis sub-
systemcan often be restrictedto the middlewvare software
alone, thus avoiding modifying application-le#el compo-
nents.Whetherthisis possibledepend®nthe speci ¢ mid-
dlewareframewnork usedanddetailsof theinter-component
communicatiorprotocol.

2.2 Failur e Detection

While the tracing subsystemis recordingcomponents
beingusedby client requestsan orthogonalsubsystenis
attemptingto detectwhethertheseclient requestsare suc-
cessfullycompleting. Thoughit is not possibleto detectall
failuresthatoccur somefailuresaremoreeasilynoticeable
from eitherinside or outsideof the service. Therefore our
framawork allows for bothinternalandexternalfailure de-
tectionto beused.

Internal failure detectionis usedto detecterrorsthat
might be masled beforebecomingyisible to users.For ex-
ample,a frontendfailure that getsreplacedby a hot swap
may have no externally visible effects. Thoughthesefail-
uresdo not becomevisible to the users,systemadminis-
tratorsshouldstill be interestedn trackingtheseerrorsto
repairthe systems.Internalfailure detectorsalso have the
optionof modifying the middlewareto trackassertionsand
exceptionsbeinggeneratedby applicationcomponents.

Externalfailuredetectioris usedto detectfaultsthatwill
be visible to the user This includescompleteservicefail-
ures,suchasnetwork outagesor machinecrashesExternal
detectioncan also be usedto identify application-speci c
errorsthatgeneratediservisible messages.

Whenever a failure or successs detectedthe detection
subsystentogs this alongwith theD of the client request.
To be consistentwvith the logs of the client tracing subsys-
tem, the two subsystemsnusteitherpassclient requesids
betweereachother, or usedeterministialgorithmsfor gen-
eratingrequestDs basedn theclientrequesitself.



| ClientRequestD | Failure | ComponenA | ComponenB | ComponenC |

1 0 1

2 1 1
3 1 0
4 0 0

0 0

1 0
1 0
0 1

Table 1. A sample input matrix for data analysis

2.3 Data Analysis

Oncetherequestracesandfailure/succeswgsareavail-
able, they are given to Pinpoint's analysissubsystem.A
sampleinput is shavn in Table 1. The dataanalysisuses
a dataclusteringalgorithmto discover setsof components
thatarehighly correlatedwith failuresof requests.

Clusteringalgorithmsstructuredataby groupingsimilar
datapointstogether In our analysiswe calculatesimilarity
basedon how often componentsare and are not usedto-
getherin requests.The detailsof the clusteringalgorithms
we usedn ourimplementatiorarepresentedéh Section3.3.

Beforerunningthisclusteringanalysiswe rst mustpre-
parethedata.During thelogging stage our requestsarein-
dexed by requestD, with eachrequestiD matchedto the
componentaisedin that request. We transposehis data
for the clusteringprocessandinsteadindex by component,
matchingeachto therequestst wasusedin. We alsoadda
failure datapoint andmark it with all the requestghatwe
believe have failed.

The clusteringalgorithmthengroupsthesecomponents
andthe failure datapoint together The interestingresult,
for ourpurposesis thesetof componentslusteredvith our
failure datapoint. Thesearethe componentsvhoseoccur
rencesare mostcorrelatedwith failures,and hencewhere
therootcauses likely to lie.

3. Pinpoint Implementation

We have implementeda prototypeof Pinpointon top of
the J2EE middleware platform, a network sniffer, and an
analyzebasedon standardlataclusteringtechniquesOur
prototypedoesnotrequirearny modi cationsto be madeto
J2EEapplications.Only our externalfault detectionmod-
ule requiresapplication-speci cchecks—andhesedo not
requiremodi cation of applicationcomponents.For this
reason,Pinpoint can be usedas a problemdetermination
aid for almostany J2EEapplication.

3.1 J2EE Platform

Using Sun's J2EE1.2 single-nodereferencamplemen-
tation as a base,we have mademodi cations to support

client requesttracing and simplefault detection. We have
also addeda fault injection layer, usedfor evaluatingour
system We discusdaultinjectionaspartof our experimen-
tal setupin Section4.1.1.

J2EE supportsthree kinds of components:Enterprise
JaraBeanspften usedto implementbusinessand applica-
tion logic; Java Scripting Pages(JSP)usedto dynamically
build HTML page;andJSPtags,componentshat provide
extensiongo JSPWe haveinstrumentecachof thesecom-
ponentlayers.

We assignevery client HTTP requestsa uniqueID as
it entersour system. We storethis uniquelD in athread-
speci c local variableandalsoreturnit in anHTTP header
for useby our external fault detector With the assump-
tion thatcomponentslo not spavn ary new threadsandthe
factthatthereferencemplementatiorof J2EEwe areusing
doesnotsupportclustering storingtherequestD in thread-
speci c localstatewassuf cient for ourpurposeslf acom-
ponenthad spavnedthreadswe would likely have hadto
modify the threadcreationclassesr the applicationcom-
ponentto ensurethe requestiD was correctly presered.
Similarly, if our J2EEimplementatiorusedclustering,we
would have to modify the remotemethodinvocationpro-
tocol and/orgeneratedvrappercodeto automaticallypass
therequesiD betweermachines.

Our modi ed J2EE platform's internal fault detection
mechanisnsimply logs exceptionsthat passacrosscom-
ponentboundaries Thoughthis is a simpleerrordetection
mechanismit doescatchmary realfaultsthatare masled
anddif cult to detectexternally For example,whenrun-
ning ane-commercalemonstratiompplication,a faulty in-
ventorydatabasevill generatean exception,which will be
masled with the messagéltem out of stock” beforebeing
shawvn to the user Our internal fault detectionsystemis
ableto detectthis faultandreportit beforeit is masled.

3.2 Layer 7 Packet Sniffer

To implementour externalfailuredetectoywe have built
a Java-based_ayer 7 network sniffer engine,called Snif-
et. It is built on a network paclket capturelibrary, Jpcap
[1], which provideswrappersaroundibpcap[17] to capture
TCP pacletsfrom the network interface. We have imple-
mentedTCP andHTTP protocolcheclersto monitor TCP



andHTTPfailures.Snif et usesa e xible loggingpackage,
log4j[12] from the Apachegroup,to log detectedailures.

Snif et detectsTCP errorssuchasresetsandtimeouts,
including sener freezesanddetectsHTTP errorssuchas
404 (Not found)and500 (Internalsener error). It alsopro-
videsan API that enablesprogrammergo analyzeHTTP
requestsand responsesincluding content,for customized
failure detection We have implementedtustomcontentde-
tectorsfor the J2EEsenerthatlookedfor simplefailedre-
sponsessuchas“Includedservieterror”.

Snifet listensfor client requestiDs in the HTTP re-
sponséheaderdf the service.Somefailures,suchaswhen
a client cannotconnectto a service,occur before Snif et
can nd anlID for a clientrequest.In thesecasesSnif et
generategts own uniquerequesiD for logging purposes.

3.3 Data Clustering Analysis

In ourimplementatiorof Pinpoint,we useahierarchical
clusteringmethod,anunweightedoair-groupmethodusing
arithmeticaverageUPGMA), andcalculatedistancese-
tweencomponentaisingthe Jaccardsimilarity coefcient.
For our purposeslJPGMA's main advantages thatit cal-
culatedistancedetweertlusterdy averagingthedistance
amongall pairsof pointswithin the clusters.This provides
amuchlessextremecalculationof this distancethanother
methodswhich usea nearest-neighbar farthest-neighbor
calculation. The Jaccardsimilarity coefcient calculates
distancebetweerntwo pointsbasedon theratio of the num-
berof requestshey appeain togetheioutof all therequests
the two pointsappearin total. More detailson thesealgo-
rithms canbe found in standarddataclusteringtextbooks,
suchas|[23, 1§].

4. Evaluation

To validateour approachye ranane-commerceervice,
the J2EE PetStoredemonstratiorapplication,and system-
atically injectedfaultsinto the systemover a seriesof runs.
We usedPinpointto monitor the systemand diagnosethe
faultsthatwe injected andcomparets resultsto otherprob-
lem determinationtechniquesin this sectionwe detailour
experimentabketup describehemetricswe usedo evaluate
Pinpoint's ef cacy, andpresentheresultsof ourtrials.

4.1 Experimental Setup

We ran 133 teststhat includedsingle-componentaults
andfaultstriggeredby interactionsbetweertwo, threeand
four components.For eachtest, we ran the PetStoreap-
plication, monitoredby Pinpoint,for ve minutes. During
this period,we rana clientemulatorthatgenerated work-
load on the application,while injecting deterministicfaults

into thesystem We restartedheapplicationsenerbetween
eachtestto avoid contaminatinga run with residualfaulty
behaior from previousruns. The setupwasa closedsys-
temwith a singletransactioractive at ary time. Different
transactionsiseddifferentsetsof components.

Our physicalmachinesetuphasa sener runningon one
machinesand clients on another The J2EE sener runs
on a quad-PIII500MHzwith 1GB of RAM runningLinux
2.2.12andBlackdovn JDK 1.3. For corvenience Snif et
alsorunson the samemachine. The clientsrun on a PlII
600MHz with 256MB of RAM runningLinux 2.2.17and
Blackdovn JDK 1.3.

4.1.1 Fault Injection

In ourexperimentsye modelfaultsthataretriggeredoy the
useof individual componentsor interactionsamongmulti-
plecomponentsA faultis de ned by 1) theun-orderedrig-
ger setof “faulty” componentsvhich aretogetherespon-
siblefor thefault,and?2) thetype of faultto beinjected.In
theseexperimentswe inject four differenttypesof faults:

Declaredexceptions,suchas Java RemoteExceptions
or IOExceptions.

Undeclaredxceptions suchasruntimeexceptions.

In nite loops, wherethe called componentnever re-
turnscontrolto the callee.

Null calls, wherethe called componenis never actu-
ally executed.

We choseto inject theseparticularfaults becausahey
causdailuresthatspanthe axesfrom predictableo unpre-
dictablebehaiors, simulatingthe range(if notthe compo-
sition) of problemsthatcanoccurin areal system.In real
systemsgeclaredexceptionsareoftenhandledandmasled
directly by theapplicationcode.Undeclaredxceptionsare
lessoften handledby the applicationcode, and more of-
tenare caughtby the underlyingmiddlevareasa “last re-
sort” In nite loopssimply stoptheclientrequestrom com-
pleting,while null calls prematurelyprevent(perhapsvital)
functionalityfrom working.

It is importantto notethat our fault injection systemis
keptseparatdrom our fault detectionsystem.Thoughour
internaldetectiorsystemdoesdetecthrown exceptiongel-
atively trivially, in nite loopsare only detectablehrough
TCPtimeoutsseenby our externalfault detectoy the Snif-
et. Thenull call faultis usuallynot directly detectableat
all. To detectnull call faults, our fault detectionmecha-
nismsmustrely on catchingsecondargffectsof anull call,
suchassubsequengxceptionsor faults.

To inject faultsinto our system,we modi ed the J2EE
middlewareto checka fault speci cationtableuponevery



componentnvocation.If the setof componentsisedin the
requesimatchesafault's trigger set,we causehe speci ed
fault to occurat the lastcomponenin the setthatis used.
For example for atriggersetof size3, afaultis injectedat
thethird componentn thetriggersetusedin arequest.

4.1.2 Client Browser Emulator

To generatdoad on our system,we built a client browser
emulatorthat capturestracesof a personbrowsing a web
site, and then replaysthis log multiple times during test
runs.Theclientdynamicallyreplacesookieshostnameén-
formation,andusername/passwd informationin thelogs
beingreplayedto matchthe currentcontext. For example,
uniqueuserID's needto be generatedvhen creatingnew
accountsandcookiesprovidedby senersneedto be main-
tainedwithin sessions.

The requestsnclude: searchingprowsing for item de-
tails, creatingnew accountsupdatinguserpro les, placing
orders,andcheclout.

4.2 Metrics

To evaluatethe effectivenessof Pinpoint, we usetwo
metrics:accuracyandprecision A resultis accuratavhen
all componentgausinga fault arecorrectlyidenti ed. For
example, if two componentsA and B, are interactingto
causea failure, identifying both would be accurate.lden-
tifying only one or neither would not be accurate.When
we measurghe accurag of a problemdeterminatiortech-
nigue,we aremeasurindgiow oftenits resultsareaccurate.

Precision,the secondmetric we usein our evaluation,
is theratio betweercorrectlyidenti ed faultsandpredicted
faults.For example predictingtheset A, B, C,D,E when
only A andB arefaulty givesa precisionof 40%.

Other elds—including Data Mining, Information Re-
trieval, and Intrusion Detection—userecisionandrecall,
insteadof accurag. Recallis de ned astheratio between
correctlyidenti ed faultsandactualfaults. For example,if
2 componentsA andB, arefaulty, identifying bothcompo-
nentswould give a perfectrecallof 100%.ldentifying only
one of the two componentgives a recall of 50%. How-
ever, for fault managemensystemswe believe accuray
is a bettermetric becausedentifying a subsetof the real
causesnaymisdirectthediagnosisandthushaslittle value.

A systemwith low accurag is notusefulbecausét fails
to identify the real faults. A systemthat hashigh accu-
ragy with low precisionis notusefuleitherbecausé oods
userswith too mary falsepositives. An ideal systemwould
predicta minimal andcorrectsetof of faults. In practice,
however, thereis a tensionbetweenhaving high accurayg
andhigh precision.Maximizing precisionoftenmeanshat
potentialfaults are being thrown out, which decreaseac-

curag. Maximizing accurag often meansthat non-faulty
componentsirealsoincluded,which decreaseprecision.

To visualizethe trade-ofs an analysistechniquemakes
betweenaccurag and precision,we plot its accurag ver
susfalsepositives(1 - precision)aswe vary thetechniques
sensitvity. Thisplotis calleda Recever OperatingCharac-
teristic (ROC) curve. Generally at a very high sensitvity,
ananalysistechniquewill be very accurateput alsoreturn
very mary falsepositives. As we decreasehe sensitvity,
we reducetheaccurag, but alsoreducethe numberof false
positivesreturned.The ROC curve is especiallyusefulbe-
causdt allows usto examineanalysis'behaior withoutar
bitrarily choosinga sensitvity value. In our experiments
we evaluateanalysistechniquesy comparingtheir ROC
curves.

4.3, Evaluation Results

We comparePinpoint's clusteringanalysisto two tra-
ditional failure analysistechniques.The rst is detection
which returnsthe setof componentsecordedby our inter-
nal fault detectionframework. This is similar to the result
a monitoringsystemwould generatereturningthe compo-
nentwhereafailureis manifesting At its lowestsensitvity,
this techniquereturnsthe singlecomponentvherethe fault
wasdetected At highersensitvities, detectioninspectshe
call stack,andreturnsthe componentsn thecall chain.

The secondanalysistechniquenve compareoursehesto
is dependencgheding, which returnsthe componentshat
the failed requestause. In this technique,a componenis
nominatedasa potentialfaultif it occursin morethansome
percentagef the failed requestsThis percentagés thein-
verseof the sensitvity setting. For example,by settingthe
sensitvity to 0%, this techniquereturnsonly components
that occurredin 100% of the failed requests. Settingthe
sensitvity closeto 100% returnsall the componentsised
in ary of the failed requests. It is worth noting that our
implementatiorof dependengcheckingtakesadvantageof
Pinpoint's dynamicrequestracingfor dependengdiscov-
ery. Hence the quality of its resultsarean over-estimation
of how well dependeng checkingwould performusinga
staticmodel. Thekey differencebetweerthistechniqueand
Pinpoint'sclusteranalysids thatdependengcheckingdoes
nottake thetracesof successfutequestsnto account.

We shaw in Figure2 the summaryresultsfor all our ex-
periments,comparingPinpointwith the othertechniques.
Note that Pinpoint consistentlyhas both a higher accu-
ragy anda higherprecisionthandetectionanddependeng
checking. This improvementis moststriking in the results
for single-componerfailures,shovn in Figure3. Here,we
seethat Pinpoint achievzes an accurag of 80-90%with a
relatively high precisionof 50-60%.In comparisondepen-
deng checkingnever hasa precisionhigherthan 20% for
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similaraccuracies.

To betterunderstanthow the 3 techniquegperformunder
latentfaults—aultsthatoccurbut arenotmanifesteasfail-
uresuntil a later componenis used—weshaw their ROC
cunesasthe “fault length” of the latentfaultsincreases,
wherefault lengthis the numberof componentsnteract-
ing to causea failure. Figure 4 shaws that Pinpoint has
a very high accurag and precisionfor single-component
faults.As we generatdatentfaults,however, the Pinpoint's
ROC curveworsensthoughit still remainsasigni cantim-
provementascomparedo DetectionandDependeng anal-
ysis.

In Figure5 we seethatthe resultsof Dependeng anal-
ysis do not appearto be affectedby the fault length. Al-
thoughit consistentlyhasa high accurag (up to 100%),
Dependeng alwayshasavery low precisionof about15%.
Figure 6 shavs that Detectionanalysisis heavily affected
by the fault length. Detectionalwayshasa high precision
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Figure 4. Pinpoint' s accuracy vs. false posi-
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Figure 5. Dependency's accuracy vs. false
positive rate for interacting component faults.

of about30%, but its accurag variesfrom 50% at single-
componenfaults,down to 0% accurag for threeor more
component-dults.

4.4. Performancelmpact

We comparedhethroughpubf the PetStoreapplication
hostedon an unmodi ed J2EEsener with on our version
with logging turnedon. We measuredh cold sener with a
warm le cachefor three5-minuteruns,andfoundthatthe
online overheadof Pinpointto be 8.4%. We did not mea-
suretheoverheadf theof ine analysis.Theuncompressed
trace les generatedy Pinpointaverageabout2.5k perre-
guest. Compressedhowever, they averageonly 100 bytes
perrequest.
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Figure 6. Detection' s accuracy vs. false posi-
tive rate for interacting component faults.

5. Discussion
5.1 Pinpoint Limitations

Onelimitation of Pinpointis thatit cannotdistinguish
betweensetsof componentghat are tightly coupledand
are always usedtogether In the PetStoreapplication,we
have found setsof componentghat are always usedwith
the componentdhat we injectedfaultsin, showvn in Fig-
ure7. As aresult,Pinpointreportsthe supersetof the ac-
tualfaults. To betterisolatefaulty componentsindimprove
precision,onepotentialtechniques to createsyntheticre-
guestghatexercisethe componentsn othercombinations.
This s similar to achieving goodcodecoveragewhengen-
eratingtestcasedor delugging.

Another limitation of Pinpoint, aswell as existing ap-
proachesijs thatit doesnot work with faultsthat corrupt
stateandaffectsubsequentquestsThenon-independence
of requestsnakesit dif cult to detectherealfaultsbecause
the subsequemequestsnay fail while usinga differentset
of componentsFor example,auserwill notbeableto login
if thecomponentesponsibldor creatingnew accountas
storedanincorrectpassverd. The statecorruptioninduced
by the accountcreationrequests subsequentlgiscovered
by the login request. One potentialsolutionis to extend
thecurrenttracingof functionalcomponentso traceshared
state.For example,Pinpointcouldtracethe databas¢ables
usedby componentso nd outwhich setsof components
sharestate. Implementingthis extensionis partof our cur
rentplansfor extendingPinpoint.

Since Pinpoint monitorsat the middleware and hasno
application knowledge about the requests,deterministic
failuresdueto pathologicalinputscannot be distinguished
from otherfailures.For example,ausemayhave badcook-
iesthatconsistentlycausdailures.Onepossiblesolutionis
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Figure 7. No. of tightl y-coupled compo-

nents associated with each of the compo-
nents where faults were injected

to extendPinpointto recordtherequestshemselesanduse
themasanotherpossiblefactorin differentiatingfailed re-
guestsrom successfubnes.

Pinpointalsodoesnot capture'f ail-stutter’faultswhere
componentgnask faults internally and exhibit only a de-
creasan performanceFail-stutterexamplesincludetrans-
parenthot swapsanddisksgettingslower asthey fail. Tim-
ing informationwould needto be usedto detectfail-stutter
faultsandperformproblemdetermination.

5.2 Application Observations

In the J2EEPetStoreapplicationthe averagenumberof
applicationcomponentaisedin requestf static pagesis
3. Usingourworkload,the averagefor request®f dynamic
pagesis 14.2 with a medianof 14 and maximumof 23
(shovn in Figure8). Thelargenumberof componentsised
in requestanotivate the monitoring of componentsat the
middleware layer and the importanceof using automated
problemdeterminatiortechniques.

5.3 RelatedWork

Therehasbeenextensive literatureon event correlation
systems[24, 4], mostly in the context of network man-
agement. Thereare also mary commercialserviceman-
agementsystemsthat aid problem determination suchas
HP's OpenVew [9], IBM's Tivoli [16], and Altaworks'
Panoramd3]. Thesesystemamainly usetwo approaches.
The rst approachusesexpert systemswith rules (or |-
ters)inputby humansr obtainedhroughmachindearning



Figure 8. Histogram of No. of components
used per dynamicall y generated page request

techniquesThe secondapproachusesdependeng models
[25, 6, 13]. However, thesesystemsdo not considerhow
therequireddependengmodelsareobtained.

More recentresearcthasfocusedon automaticallygen-
eratingdependeng models. Brown et al. [5] useactive
perturbatiorof the systento identify dependencieanduse
statisticalmodelingof the systemto computedependeng
strengths.The dependeng strengthscan be usedto order
the potentialroot causesbut they do not uniquely iden-
tify the root causeof the problem,whereasour approach
uniquelyidenti es theroot case andis limited only by the
coverageof theworkload. The intrusive natureof their ac-
tive approachalsolimits its applicabilityin productionsys-
tems. In addition,their approactrequirescomponentsand
inputsto beidenti ed beforethe dependenciesanbe gen-
eratedwhichis notrequiredin ourapproach.

Katchabav et al. [19] introducea setof libraries that
programmersgan useto instrumentcomponentgo report
their healthto a centralmanagemergystem.Theapproach
requiresmanagementodeto be written for eachcompo-
nent, and requiresthe codeto be correctandto function
whenthe componenitself is failing. We take a black-box
approachwherewe instrumentapplicationsenersto trace
requestsvithout knowing theimplementatiordetailsof the
componentsOur black-boxapproactenablesndependent
auditingof thecomponentsvithout the overheadf writing
additionalcodefor eachcomponent.

5.4. Futur e Work

We planoninvestigatingadditionalfactorsandtradeofs
thataffectaccurag andprecisionof problemdetermination.
In particular we are exploring ways of looseningour as-
sumptionof requesindependencby trackingstatesharing

acrossrequestsaswell asusingtiming and performance
logging to diagnoseperformancedegradationsin Internet
services. We are also investigatingusing other statistical
techniquesn our analysis.For example,our initial experi-
encesusingdependenganalysisto discorer multiple inde-
pendenfaultsarepromising.

Therearealsoscalingissueghatwe needto addresse-
fore we deploy Pinpointin a real, large-scaldnternetser
vice. The currenttracingmechanisrmeedso be extended
to traceacrosanachineboundariesIn addition,techniques
such as requestsamplingcan be usedto reducelogging
overhead. We also plan to automateour statisticalanal-
ysis processand integrateit with an alert systemto pro-
vide on-line analysisof live systems.In addition,we plan
to integratePinpointwith otherrecovery-orientedcomput-
ing technique$10] to furtherreducemeantime to recovery
(MTTR).

6. Conclusions

This paperpresent&new problemdeterminatiorframe-
work for large, dynamic systemsthat provides high ac-
curay in identifying faults and producesrelatively few
false positives. This framework, Pinpoint, requiresno
application-leel knowledge of the systemsbeing moni-
toredor any knowledgeof the requests.This makes Pin-
point suitablefor usein large anddynamicsystemswvhere
thisapplication-l@elknowledgeis dif cult to accuratehas-
sembleand keepcurrent. As such,it is an importantim-
provementover existing fault managemenapproachethat
requireextensive knowledgeaboutthe systemseingmon-
itored.

Pinpointtracesrequestsasthey travel througha system,
detectscomponenffailuresinternally and end-to-endfail-
uresexternally, andperformsdataclusteringanalysisovera
large numberof requestgo determinethe combinationsof
componentshatarelikely to be the causeof failures. The
runtimetracing and analysisis necessaryor systemsthat
arelargeanddynamic,suchastoday’s Internetsystems.
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