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Abstract

Traditional problem determinationtechniquesrely on
static dependencymodelsthat are dif�cult to generateac-
curately in today's large, distributed,and dynamicappli-
cation environmentssuch as e-commerce systems.In this
paper, wepresenta dynamicanalysismethodologythatau-
tomatesproblemdeterminationin theseenvironmentsby1)
coarse-grainedtagging of numerousreal client requestsas
they travel through the systemand 2) using data mining
techniquesto correlatethebelievedfailuresandsuccesses
of theserequeststo determinewhich componentsare most
likely to beat fault. To validateour methodology, wehave
implementedPinpoint, a framework for root causeanaly-
sison theJ2EEplatformthat requiresno knowledge of the
applicationcomponents.Pinpoint consistsof threeparts:
a communicationslayer that tracesclient requests,a fail-
ure detectorthat usestraf�c-snif�ng and middleware in-
strumentation,and a data analysisengine. We evaluate
Pinpoint by injecting faults into variousapplicationcom-
ponentsandshowthatPinpointidenti�es thefaultycompo-
nentswith high accuracyandproducesfew false-positives.

Keywords: ProblemDetermination,ProblemDiagnosis,
Root causeAnalysis,DataClustering,DataMining Algo-
rithms

1. Intr oduction

Today's Internet servicesare expectedto be running
24x7x365.Giventhescaleandrateof changeof theseser-
vices, this is no easytask. Understandinghow any given
client requestis beingful�lled within a serviceis dif�cult
enough;understandingwhy a particular client requestis
not working—determiningthe root causeof a failure—is
anevengreaterchallenge.

Internetservicesare very large and dynamicsystems.
Thenumberof softwareandhardwarecomponentsin these
systemsincreasesasnew functionalitiesareaddedandas
componentsarereplicatedfor performanceandfault toler-

ance,often increasingthe complexity of the system. Ad-
ditionally, asservicesbecomemoredynamic,e.g.,to pro-
vide personalizedinterfacesandfunctionality, theway that
client requestsareservicedbecomesmoreandmorevaried.
With the introductionof Internet-wideserviceframeworks
encouragingprogrammaticinteractionsbetweendistributed
systems, such as Microsoft's .NET [20] and Hewlett-
Packard'sE-Speak[15], thesizeanddynamicsof a typical
Internetservicewill only continueto increase.

Today, a typical Internetservicehasmany components
dividedamongmultipletiers: front-endloadbalancers,web
servers,applicationcomponents,andbackenddatabases,as
well asnumerous(replicated)subcomponentswithin each
[22]. As clientsconnectto theseservices,their requestsare
dynamicallyroutedthroughthis system. CurrentInternet
services,suchasHotmail [8], a web-basedemail service,
andGoogle[7], asearchengine,arealreadyhostedonthou-
sandsof serversandcontinueto grow.1 The large sizeof
thesesystems,togetherwith the increasein their dynamic
behavior, meansan increasein their complexity andmore
potentialfor failuresto occurdueto unanticipated“interac-
tion” faultsamongcomponents.Thatthesefailuresactually
occuris evidencedby thefactthatfew servicesdeliveravail-
ability over99.9%in a real-world operatingenvironment.

1.1. Background

Thefocusof thispaperis problemdetermination:detect-
ingsystemproblemsandisolatingtheirrootcauses.Current
root causeanalysistechniquesuseapproachesthat do not
suf�ciently capturethe dynamiccomplexity of large sys-
tems, and they require peopleto input extensive knowl-
edgeaboutthe systems[24, 4]. Most root causeanalysis
techniques,including event correlationsystems,arebased
on static dependency modelsdescribingthe relationships
amongthe hardwareandsoftwarecomponentsin the sys-
tem.Thesedependency modelsareusedto determinewhich
componentsmight be responsiblefor the symptomsof a
given problem [5, 25, 6, 13]. The �rst major limitation

1Hotmail 7000+[11], Google8000+[14]



of traditional dependency modelsis the dif�culty of gen-
eratingandmaintainingan accuratemodelof a constantly
evolving Internetservice.Their secondmajor limitation is
that they typically only modela logical system,anddo not
distinguishamongreplicatedcomponents.However, since
largeInternetserviceshavethousandsof replicatedcompo-
nents,thereis a needto distinguishamongthemto �nd the
instanceof thecomponentthatis at fault.

1.2. A Data Clustering Approach

We proposea new approachto problemdetermination
thatbetterhandleslargeanddynamicsystemsby:

1. Dynamicallytracingrealclient requeststhroughasys-
tem. For eachrequest,we recordits believedsuccess
or failure,andthesetof componentsusedto serviceit.

2. Performingdataclusteringand statisticaltechniques
to correlatethefailuresof requeststo thecomponents
mostlikely to havecausedthem.

Tracing real requeststhroughthe systemenablesus to
supportproblemdeterminationin dynamicsystemswhere
using dependency models is not possible. This tracing
alsoallows usto distinguishbetweenmultiple instancesof
whatwould bea singlelogical componentin a dependency
model.

By performingdataclusteringto analyzethe successes
and failuresof requests,we attemptto �nd the combina-
tionsof componentsthataremosthighly correlatedwith the
failuresof requests,underthebelief that thesecomponents
arecausingthefailures.By analyzingthecomponentsthat
areusedin thefailed requests,but arenot usedin success-
ful requests,we provide high accuracy with relatively low
numberof falsepositives. This analysisdetectsindividual
faulty components,aswell asfaultsoccurringdueto inter-
actionsamongmultiple components.This approachis well
suitedfor largeanddynamicInternetservicesbecause:

� Livetracingof clientrequestsallowsustoanalyzeboth
thelogicalandphysicalbehavior of asystem.Because
tracingdoesnotrequirehumaninterventionto adaptto
systemchanges,Pinpointscalesto constantlyevolving
Internetservices.

� Data clusteringtechniquesallow us to quickly sum-
marizethelargeamountof collectedtraces,andcorre-
latethemwith believedfailures.BecausethePinpoint
analysisis automated,it doesnot requireextra effort
on thepartof servicedevelopersandoperatorsto run
on largeservices.

ThePinpointapproachdoesmake two key assumptions
aboutthe systembeingmeasured.First, the system's nor-
mal workload must exercisethe available componentsin

different combinations. For example, if two components
were always to be used together, a fault in one would
not be distinguishablefrom a fault in the other. Sec-
ondly, our dataclusteringapproachassumesthat requests
fail independently—they will not fail becauseof theactivi-
tiesof otherrequests.Theseassumptionsaregenerallyvalid
in today's largeanddynamicInternetservices.Servicere-
queststend to be independentof one another, due to the
natureof HTTP, andthe highly replicatednatureof Inter-
netserviceclustersallowscomponentsto berecombinedin
many waysto avoid single-pointsof failure.

We have implementedour approachin a prototypesys-
tem called Pinpoint, and used Pinpoint to identify root
causesin a prototypee-commerceenvironmentbasedon
the Java 2 PlatformEnterpriseEdition (J2EE)demonstra-
tion application,PetStore[21]. We use a workload that
mimicstherequestdistributionof theTPCwebe-commerce
orderingbenchmark(TPC-WIPSo)[2]. We instrumented
J2EEserver platformto traceclient requestsat every com-
ponent,andhadafault-injectionlayerthatweusedto inject
4 typesof faults.Theresultsdemonstratethepower of our
approach.We wereableto automaticallyidentify the root
causesof single-componentfailures 80-90% of the time
with anaveragerateof 40-50%falsepositiveswithout any
knowledgeof thecomponentsandtherequests.Therateof
falsepositivesis betterthanothercommonapproachesthat
achievesimilaraccuracies.

Thecontributionsof this paperare:1) a dynamicanaly-
sisapproachto problemdeterminationthatworkswell and
2) a framework that enablesseparationof fault detection
andproblemdeterminationfrom application-level compo-
nents.Therestof this paperdescribesour approachto au-
tomatingproblemdeterminationandthe experimentalval-
idation of this work. Sections2 and 3 presenta detailed
designandimplementationof a framework, Pinpoint, that
usesour approach. Section4 describesour experimental
validation. Section5 discusseslimitations of Pinpointand
previouswork andfuturework in this area.We concludein
Section6.

2. The Pinpoint Framework

To validate our data clustering approachto problem
determination,we designedand implementedPinpoint, a
framework for problem determinationin Internet service
environments.Our framework, shown in Figure1, provides
threemajorpiecesof functionalityto aiddevelopersandad-
ministratorsin determiningtherootcauseof failures:

Client RequestTraces: By instrumentingthemiddleware
andcommunicationslayerbetweencomponents,Pin-
point dynamicallytrackswhich componentsareused
to satisfyeachindividualclient request.



A B C

Communications Layer
(Tracing & Internal F/D)

External
F/D

Statistical
Analysis

1,A
1,C
2,B
...

Trace
Log

1,Success
2, Fail
3, ...

Fault
Log

Detected
Faults

Components

#3

#1

#2

Requests

Figure 1. The Pinpoint Framework.

Failur eDetection: Pinpointprovidesbothinternalandex-
ternalmonitoringof a systemto detectwhetherclient
requestsare succeedingor failing. Internal fault-
detectionis usedto detectassertionfailuresand ex-
ceptions,includingerrorsthatarelatermaskedby the
system.Externalfault-detectionis usedto detectend-
to-endfailuresnototherwisedetectable.

Data Clustering Analysis: Pinpoint combines the data
from trackingclient requestswith successandfailure
datafor eachrequestandfeedsit into a dataanalysis
engineto discover faulty componentsandcomponent
interactions.

2.1. Client RequestTracing

As aclient requesttravelsthroughthesystem,wearein-
terestedin recordingall thecomponentsit uses,at various
granularities.At a coarsegranularity, we areinterestedin
themachinesand,dependingon thesizeof theservice,the
clustersbeingused.At a �ner granularity, weareinterested
in loggingindividualsoftwarecomponents,componentver-
sions,and, if practical,even individual data�les (suchas
databasetables,andversionsof con�guration �les). Our
goal is to captureasmuchinformationaboutpossibledif-
ferentiatingfactorsbetweensuccessfulandfailed requests
asis practical.

Whena client request�rst arrivesat theservice,the re-
questtracingsubsystemis responsiblefor assigningthere-
questa uniqueID andtrackingit as it travels throughthe
system. To avoid forcing extra complexity and excessive
loadonthecomponentsbeingtraced,thetracingsubsystem

generatessimple log outputsin the form of � requestID,
componentID � pairs. This informationis separatelycol-
lated into completelists of all componentseachrequest
touched.

By modifying the middleware beneaththe application
componentswe areinterestedin, we canrecordthe ID of
every requestthat arrivesat a speci�c componentwithout
having any knowledgeof theapplicationsandwithoutmod-
ifying the components.When an applicationcomponent
makesa nestedcall to anothercomponent,themiddleware
recordsthat anothercomponentis about to be used,and
forwardsthe requestID to the next componentalongwith
thecall data.Thechangesrequiredto implementthis sub-
systemcanoften be restrictedto the middlewaresoftware
alone, thus avoiding modifying application-level compo-
nents.Whetherthis is possibledependsonthespeci�c mid-
dlewareframework usedanddetailsof theinter-component
communicationprotocol.

2.2. Failur eDetection

While the tracing subsystemis recordingcomponents
beingusedby client requests,an orthogonalsubsystemis
attemptingto detectwhethertheseclient requestsaresuc-
cessfullycompleting.Thoughit is notpossibleto detectall
failuresthatoccur, somefailuresaremoreeasilynoticeable
from eitherinsideor outsideof theservice.Therefore,our
framework allows for both internalandexternalfailurede-
tectionto beused.

Internal failure detectionis usedto detecterrors that
might bemaskedbeforebecomingvisible to users.For ex-
ample,a frontendfailure that getsreplacedby a hot swap
may have no externally visible effects. Thoughthesefail-
uresdo not becomevisible to the users,systemadminis-
tratorsshouldstill be interestedin trackingtheseerrorsto
repairthe systems.Internalfailure detectorsalsohave the
optionof modifying themiddlewareto trackassertionsand
exceptionsbeinggeneratedby applicationcomponents.

Externalfailuredetectionis usedto detectfaultsthatwill
be visible to theuser. This includescompleteservicefail-
ures,suchasnetwork outagesor machinecrashes.External
detectioncan also be usedto identify application-speci�c
errorsthatgenerateduser-visiblemessages.

Whenever a failureor successis detected,thedetection
subsystemlogsthis alongwith theID of theclient request.
To beconsistentwith the logs of theclient tracingsubsys-
tem,thetwo subsystemsmusteitherpassclient requestids
betweeneachother, or usedeterministicalgorithmsfor gen-
eratingrequestIDs basedon theclient requestitself.



Client RequestID Failure ComponentA ComponentB ComponentC

1 0 1 0 0
2 1 1 1 0
3 1 0 1 0
4 0 0 0 1

Table 1. A sample input matrix for data analysis

2.3. Data Analysis

Oncetherequesttracesandfailure/successlogsareavail-
able, they are given to Pinpoint's analysissubsystem.A
sampleinput is shown in Table1. The dataanalysisuses
a dataclusteringalgorithmto discover setsof components
thatarehighly correlatedwith failuresof requests.

Clusteringalgorithmsstructuredataby groupingsimilar
datapointstogether. In ouranalysis,wecalculatesimilarity
basedon how often componentsare and are not usedto-
getherin requests.Thedetailsof theclusteringalgorithms
weusedin our implementationarepresentedin Section3.3.

Beforerunningthisclusteringanalysis,we�rst mustpre-
parethedata.During theloggingstage,our requestsarein-
dexedby requestID, with eachrequestID matchedto the
componentsusedin that request. We transposethis data
for theclusteringprocessandinsteadindex by component,
matchingeachto therequestsit wasusedin. We alsoadda
failuredatapoint andmark it with all the requeststhat we
believehavefailed.

Theclusteringalgorithmthengroupsthesecomponents
andthe failure datapoint together. The interestingresult,
for ourpurposes,is thesetof componentsclusteredwith our
failuredatapoint. Thesearethecomponentswhoseoccur-
rencesaremostcorrelatedwith failures,andhencewhere
therootcauseis likely to lie.

3. Pinpoint Implementation

We have implementeda prototypeof Pinpointon top of
the J2EEmiddleware platform, a network sniffer, and an
analyzerbasedon standarddataclusteringtechniques.Our
prototypedoesnot requireany modi�cations to bemadeto
J2EEapplications.Only our externalfault detectionmod-
ule requiresapplication-speci�cchecks—andthesedo not
requiremodi�cation of applicationcomponents.For this
reason,Pinpoint can be usedas a problemdetermination
aid for almostany J2EEapplication.

3.1. J2EE Platform

Using Sun's J2EE1.2 single-nodereferenceimplemen-
tation as a base,we have mademodi�cations to support

client requesttracingandsimplefault detection.We have
also addeda fault injection layer, usedfor evaluatingour
system.Wediscussfault injectionaspartof ourexperimen-
tal setupin Section4.1.1.

J2EE supportsthree kinds of components:Enterprise
JavaBeans,often usedto implementbusinessandapplica-
tion logic; Java ScriptingPages(JSP)usedto dynamically
build HTML page;andJSPtags,componentsthatprovide
extensionsto JSP. Wehaveinstrumentedeachof thesecom-
ponentlayers.

We assignevery client HTTP requestsa uniqueID as
it entersour system.We storethis uniqueID in a thread-
speci�c local variableandalsoreturnit in anHTTP header
for useby our external fault detector. With the assump-
tion thatcomponentsdonotspawn any new threadsandthe
factthatthereferenceimplementationof J2EEweareusing
doesnotsupportclustering,storingtherequestID in thread-
speci�c localstatewassuf�cient for ourpurposes.If acom-
ponenthadspawnedthreads,we would likely have hadto
modify the threadcreationclassesor the applicationcom-
ponentto ensurethe requestID was correctly preserved.
Similarly, if our J2EEimplementationusedclustering,we
would have to modify the remotemethodinvocationpro-
tocol and/orgeneratedwrapper-codeto automaticallypass
therequestID betweenmachines.

Our modi�ed J2EE platform's internal fault detection
mechanismsimply logs exceptionsthat passacrosscom-
ponentboundaries.Thoughthis is a simpleerrordetection
mechanism,it doescatchmany real faultsthataremasked
anddif�cult to detectexternally. For example,whenrun-
ningane-commercedemonstrationapplication,a faulty in-
ventorydatabasewill generateanexception,which will be
maskedwith themessage“Item out of stock” beforebeing
shown to the user. Our internal fault detectionsystemis
ableto detectthis fault andreportit beforeit is masked.

3.2. Layer 7 Packet Sniffer

To implementourexternalfailuredetector, wehavebuilt
a Java-basedLayer 7 network sniffer engine,called Snif-
�et. It is built on a network packet capturelibrary, Jpcap
[1], whichprovideswrappersaroundlibpcap[17] to capture
TCP packets from the network interface. We have imple-
mentedTCPandHTTP protocolcheckersto monitorTCP



andHTTPfailures.Snif�et usesa �e xible loggingpackage,
log4j [12] from theApachegroup,to log detectedfailures.

Snif�et detectsTCP errorssuchasresetsandtimeouts,
including server freezes,anddetectsHTTP errorssuchas
404(Not found)and500(Internalservererror). It alsopro-
videsan API that enablesprogrammersto analyzeHTTP
requestsandresponses,including content,for customized
failuredetection.Wehaveimplementedcustomcontentde-
tectorsfor theJ2EEserver that lookedfor simplefailedre-
sponses,suchas“Includedservleterror”.

Snif�et listens for client requestIDs in the HTTP re-
sponseheadersof theservice.Somefailures,suchaswhen
a client cannotconnectto a service,occurbeforeSnif�et
can�nd an ID for a client request.In thesecases,Snif�et
generatesits own uniquerequestID for loggingpurposes.

3.3. Data Clustering Analysis

In our implementationof Pinpoint,weuseahierarchical
clusteringmethod,anunweightedpair-groupmethodusing
arithmeticaverages(UPGMA), andcalculatedistancesbe-
tweencomponentsusingtheJaccardsimilarity coef�cient.
For our purposes,UPGMA's mainadvantageis that it cal-
culatesdistancesbetweenclustersby averagingthedistance
amongall pairsof pointswithin theclusters.This provides
a muchlessextremecalculationof this distancethanother
methods,whichuseanearest-neighboror farthest-neighbor
calculation. The Jaccardsimilarity coef�cient calculates
distancebetweentwo pointsbasedon theratio of thenum-
berof requeststhey appearin togetheroutof all therequests
the two pointsappearin total. More detailson thesealgo-
rithms canbe found in standarddataclusteringtextbooks,
suchas[23, 18].

4. Evaluation

To validateourapproach,weranane-commerceservice,
the J2EEPetStoredemonstrationapplication,andsystem-
atically injectedfaultsinto thesystemovera seriesof runs.
We usedPinpoint to monitor the systemanddiagnosethe
faultsthatweinjected,andcompareits resultsto otherprob-
lemdeterminationtechniques.In this section,we detailour
experimentalsetup,describethemetricsweusedto evaluate
Pinpoint'sef�cacy, andpresenttheresultsof our trials.

4.1. Experimental Setup

We ran 133 teststhat includedsingle-componentfaults
andfaultstriggeredby interactionsbetweentwo, threeand
four components.For eachtest, we ran the PetStoreap-
plication,monitoredby Pinpoint,for � ve minutes.During
this period,we rana client emulatorthatgenerateda work-
loadon theapplication,while injectingdeterministicfaults

into thesystem.Werestartedtheapplicationserverbetween
eachtestto avoid contaminatinga run with residualfaulty
behavior from previous runs. The setupwasa closedsys-
tem with a singletransactionactive at any time. Different
transactionsuseddifferentsetsof components.

Our physicalmachinesetuphasa server runningon one
machinesand clients on another. The J2EE server runs
on a quad-PIII500MHzwith 1GB of RAM runningLinux
2.2.12andBlackdown JDK 1.3. For convenience,Snif�et
alsorunson the samemachine. The clientsrun on a PIII
600MHz with 256MB of RAM runningLinux 2.2.17and
Blackdown JDK 1.3.

4.1.1 Fault Injection

In ourexperiments,wemodelfaultsthataretriggeredby the
useof individualcomponents,or interactionsamongmulti-
plecomponents.A fault is de�nedby1) theun-orderedtrig-
ger setof “f aulty” componentswhich aretogetherrespon-
siblefor thefault,and2) thetypeof fault to beinjected.In
theseexperiments,we inject four differenttypesof faults:

� Declaredexceptions,suchasJava RemoteExceptions
or IOExceptions.

� Undeclaredexceptions,suchasruntimeexceptions.

� In�nite loops, wherethe called componentnever re-
turnscontrolto thecallee.

� Null calls,wherethecalledcomponentis never actu-
ally executed.

We choseto inject theseparticularfaultsbecausethey
causefailuresthatspantheaxesfrom predictableto unpre-
dictablebehaviors, simulatingtherange(if not thecompo-
sition) of problemsthatcanoccurin a realsystem.In real
systems,declaredexceptionsareoftenhandledandmasked
directlyby theapplicationcode.Undeclaredexceptionsare
lessoften handledby the applicationcode,and more of-
tenarecaughtby the underlyingmiddlewareasa “last re-
sort.” In�nite loopssimplystoptheclientrequestfromcom-
pleting,while null callsprematurelyprevent(perhapsvital)
functionalityfrom working.

It is importantto notethat our fault injection systemis
keptseparatefrom our fault detectionsystem.Thoughour
internaldetectionsystemdoesdetectthrown exceptionsrel-
atively trivially, in�nite loopsare only detectablethrough
TCPtimeoutsseenby our externalfault detector, theSnif-
�et. Thenull call fault is usuallynot directly detectableat
all. To detectnull call faults, our fault detectionmecha-
nismsmustrely oncatchingsecondaryeffectsof anull call,
suchassubsequentexceptionsor faults.

To inject faults into our system,we modi�ed the J2EE
middlewareto checka fault speci�cationtableuponevery



componentinvocation.If thesetof componentsusedin the
requestmatchesa fault's triggerset,we causethespeci�ed
fault to occurat the last componentin thesetthat is used.
For example,for a triggersetof size3, a fault is injectedat
thethird componentin thetriggersetusedin a request.

4.1.2 Client BrowserEmulator

To generateload on our system,we built a client browser
emulatorthat capturestracesof a personbrowsing a web
site, and then replaysthis log multiple times during test
runs.Theclientdynamicallyreplacescookies,hostnamein-
formation,andusername/password informationin the logs
beingreplayedto matchthecurrentcontext. For example,
uniqueuserID' s needto be generatedwhencreatingnew
accounts,andcookiesprovidedby serversneedto bemain-
tainedwithin sessions.

The requestsinclude: searching,browsing for item de-
tails,creatingnew accounts,updatinguserpro�les, placing
orders,andcheckout.

4.2. Metrics

To evaluatethe effectivenessof Pinpoint, we use two
metrics:accuracyandprecision. A resultis accuratewhen
all componentscausinga fault arecorrectlyidenti�ed. For
example, if two components,A and B, are interactingto
causea failure, identifying both would be accurate.Iden-
tifying only oneor neither, would not be accurate.When
we measuretheaccuracy of a problemdeterminationtech-
nique,wearemeasuringhow oftenits resultsareaccurate.

Precision,the secondmetric we usein our evaluation,
is theratiobetweencorrectlyidenti�ed faultsandpredicted
faults.For example,predictingtheset � A, B, C,D, E � when
only A andB arefaultygivesaprecisionof 40%.

Other �elds—including Data Mining, Information Re-
trieval, andIntrusionDetection—useprecisionandrecall,
insteadof accuracy. Recall is de�ned asthe ratio between
correctlyidenti�ed faultsandactualfaults.For example,if
2 components,A andB, arefaulty, identifyingbothcompo-
nentswould givea perfectrecallof 100%.Identifyingonly
oneof the two componentsgivesa recall of 50%. How-
ever, for fault managementsystems,we believe accuracy
is a bettermetric becauseidentifying a subsetof the real
causesmaymisdirectthediagnosisandthushaslittle value.

A systemwith low accuracy is notusefulbecauseit fails
to identify the real faults. A systemthat hashigh accu-
racy with low precisionis notusefuleitherbecauseit �oods
userswith toomany falsepositives.An idealsystemwould
predicta minimal andcorrectsetof of faults. In practice,
however, thereis a tensionbetweenhaving high accuracy
andhigh precision.Maximizing precisionoftenmeansthat
potentialfaultsarebeingthrown out, which decreasesac-

curacy. Maximizing accuracy often meansthat non-faulty
componentsarealsoincluded,whichdecreasesprecision.

To visualizethe trade-offs an analysistechniquemakes
betweenaccuracy andprecision,we plot its accuracy ver-
susfalsepositives(1 - precision)aswevarythetechnique's
sensitivity. Thisplot is calledaReceiverOperatingCharac-
teristic (ROC) curve. Generally, at a very high sensitivity,
ananalysistechniquewill bevery accurate,but alsoreturn
very many falsepositives. As we decreasethe sensitivity,
wereducetheaccuracy, but alsoreducethenumberof false
positivesreturned.TheROC curve is especiallyusefulbe-
causeit allowsusto examineanalysis'behavior withoutar-
bitrarily choosinga sensitivity value. In our experiments
we evaluateanalysistechniquesby comparingtheir ROC
curves.

4.3. Evaluation Results

We comparePinpoint's clusteringanalysisto two tra-
ditional failure analysistechniques.The �rst is detection,
which returnsthesetof componentsrecordedby our inter-
nal fault detectionframework. This is similar to the result
a monitoringsystemwould generate,returningthecompo-
nentwhereafailureis manifesting.At its lowestsensitivity,
this techniquereturnsthesinglecomponentwherethefault
wasdetected.At highersensitivities, detectioninspectsthe
call stack,andreturnsthecomponentsin thecall chain.

Thesecondanalysistechniquewe compareourselvesto
is dependencychecking, which returnsthecomponentsthat
the failed requestsuse. In this technique,a componentis
nominatedasapotentialfault if it occursin morethansome
percentageof thefailedrequests.This percentageis thein-
verseof thesensitivity setting.For example,by settingthe
sensitivity to 0%, this techniquereturnsonly components
that occurredin 100% of the failed requests.Settingthe
sensitivity closeto 100%returnsall the componentsused
in any of the failed requests. It is worth noting that our
implementationof dependency checkingtakesadvantageof
Pinpoint's dynamicrequesttracingfor dependency discov-
ery. Hence,thequality of its resultsareanover-estimation
of how well dependency checkingwould performusinga
staticmodel.Thekey differencebetweenthistechniqueand
Pinpoint'sclusteranalysisis thatdependency checkingdoes
not take thetracesof successfulrequestsinto account.

We show in Figure2 thesummaryresultsfor all our ex-
periments,comparingPinpoint with the other techniques.
Note that Pinpoint consistentlyhas both a higher accu-
racy anda higherprecisionthandetectionanddependency
checking.This improvementis moststriking in theresults
for single-componentfailures,shown in Figure3. Here,we
seethat Pinpoint achievesan accuracy of 80-90%with a
relatively highprecisionof 50-60%.In comparison,depen-
dency checkingnever hasa precisionhigherthan20% for
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similaraccuracies.
To betterunderstandhow the3 techniquesperformunder

latentfaults—faultsthatoccurbutarenotmanifestedasfail-
uresuntil a later componentis used—weshow their ROC
curvesas the “f ault length” of the latent faults increases,
wherefault length is the numberof componentsinteract-
ing to causea failure. Figure 4 shows that Pinpoint has
a very high accuracy and precisionfor single-component
faults.As we generatelatentfaults,however, thePinpoint's
ROCcurveworsens,thoughit still remainsasigni�cant im-
provementascomparedto DetectionandDependency anal-
ysis.

In Figure5 we seethat the resultsof Dependency anal-
ysis do not appearto be affectedby the fault length. Al-
thoughit consistentlyhasa high accuracy (up to 100%),
Dependency alwayshasavery low precisionof about15%.
Figure6 shows that Detectionanalysisis heavily affected
by the fault length. Detectionalwayshasa high precision
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Figure 5. Dependenc y's accurac y vs. false
positive rate for interacting component faults.

of about30%, but its accuracy variesfrom 50% at single-
componentfaults,down to 0% accuracy for threeor more
component-faults.

4.4. PerformanceImpact

We comparedthethroughputof thePetStoreapplication
hostedon an unmodi�ed J2EEserver with on our version
with logging turnedon. We measureda cold server with a
warm�le cachefor three5-minuteruns,andfoundthatthe
online overheadof Pinpointto be 8.4%. We did not mea-
suretheoverheadof theof�ine analysis.Theuncompressed
trace�les generatedby Pinpointaverageabout2.5kperre-
quest.Compressed,however, they averageonly 100bytes
perrequest.
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Figure 6. Detection' s accurac y vs. false posi­
tive rate for interacting component faults.

5. Discussion

5.1. Pinpoint Limitations

One limitation of Pinpoint is that it cannotdistinguish
betweensetsof componentsthat are tightly coupledand
arealways usedtogether. In the PetStoreapplication,we
have found setsof componentsthat arealways usedwith
the componentsthat we injectedfaults in, shown in Fig-
ure7. As a result,Pinpointreportsthesupersetof theac-
tual faults.To betterisolatefaultycomponentsandimprove
precision,onepotentialtechniqueis to createsyntheticre-
queststhatexercisethecomponentsin othercombinations.
This is similar to achieving goodcodecoveragewhengen-
eratingtestcasesfor debugging.

Another limitation of Pinpoint, as well as existing ap-
proaches,is that it doesnot work with faults that corrupt
stateandaffectsubsequentrequests.Thenon-independence
of requestsmakesit dif�cult to detecttherealfaultsbecause
thesubsequentrequestsmayfail while usinga differentset
of components.For example,auserwill notbeableto login
if thecomponentresponsiblefor creatingnew accountshas
storedanincorrectpassword. Thestatecorruptioninduced
by theaccountcreationrequestis subsequentlydiscovered
by the login request. One potentialsolution is to extend
thecurrenttracingof functionalcomponentsto traceshared
state.For example,Pinpointcouldtracethedatabasetables
usedby componentsto �nd out which setsof components
sharestate.Implementingthis extensionis partof our cur-
rentplansfor extendingPinpoint.

SincePinpoint monitorsat the middlewareandhasno
application knowledge about the requests,deterministic
failuresdueto pathologicalinputscannot bedistinguished
fromotherfailures.For example,ausermayhavebadcook-
iesthatconsistentlycausefailures.Onepossiblesolutionis

Figure 7. No. of tightl y­coupled compo­
nents associated with each of the compo­
nents where faults were injected

to extendPinpointto recordtherequeststhemselvesanduse
themasanotherpossiblefactorin differentiatingfailed re-
questsfrom successfulones.

Pinpointalsodoesnot capture“f ail-stutter”faultswhere
componentsmaskfaults internally and exhibit only a de-
creasein performance.Fail-stutterexamplesincludetrans-
parenthotswapsanddisksgettingslowerasthey fail. Tim-
ing informationwould needto beusedto detectfail-stutter
faultsandperformproblemdetermination.

5.2. Application Observations

In theJ2EEPetStoreapplicationtheaveragenumberof
applicationcomponentsusedin requestsof staticpagesis
3. Usingourworkload,theaveragefor requestsof dynamic
pagesis 14.2 with a medianof 14 and maximum of 23
(shown in Figure8). Thelargenumberof componentsused
in requestsmotivate the monitoring of componentsat the
middleware layer and the importanceof using automated
problemdeterminationtechniques.

5.3. RelatedWork

Therehasbeenextensive literatureon eventcorrelation
systems[24, 4], mostly in the context of network man-
agement. Thereare also many commercialserviceman-
agementsystemsthat aid problemdetermination,suchas
HP's OpenView [9], IBM' s Tivoli [16], and Altaworks'
Panorama[3]. Thesesystemsmainly usetwo approaches.
The �rst approachusesexpert systemswith rules (or �l-
ters)inputby humansor obtainedthroughmachinelearning



Figure 8. Histogram of No. of components
used per dynamicall y generated page request

techniques.Thesecondapproachusesdependency models
[25, 6, 13]. However, thesesystemsdo not considerhow
therequireddependency modelsareobtained.

More recentresearchhasfocusedon automaticallygen-
eratingdependency models. Brown et al. [5] useactive
perturbationof thesystemto identify dependenciesanduse
statisticalmodelingof the systemto computedependency
strengths.The dependency strengthscanbe usedto order
the potential root causes,but they do not uniquely iden-
tify the root causeof the problem,whereasour approach
uniquelyidenti�es theroot case,andis limited only by the
coverageof theworkload. Theintrusive natureof their ac-
tiveapproachalsolimits its applicabilityin productionsys-
tems. In addition,their approachrequirescomponentsand
inputsto be identi�ed beforethedependenciescanbegen-
erated,which is not requiredin our approach.

Katchabaw et al. [19] introducea set of libraries that
programmerscan useto instrumentcomponentsto report
their healthto a centralmanagementsystem.Theapproach
requiresmanagementcodeto be written for eachcompo-
nent, and requiresthe codeto be correctand to function
whenthecomponentitself is failing. We take a black-box
approachwherewe instrumentapplicationserversto trace
requestswithout knowing theimplementationdetailsof the
components.Our black-boxapproachenablesindependent
auditingof thecomponentswithout theoverheadof writing
additionalcodefor eachcomponent.

5.4. Futur eWork

We planon investigatingadditionalfactorsandtradeoffs
thataffectaccuracy andprecisionof problemdetermination.
In particular, we are exploring ways of looseningour as-
sumptionof requestindependenceby trackingstatesharing

acrossrequests,as well as using timing and performance
logging to diagnoseperformancedegradationsin Internet
services. We are also investigatingusing other statistical
techniquesin our analysis.For example,our initial experi-
encesusingdependency analysisto discovermultiple inde-
pendentfaultsarepromising.

Therearealsoscalingissuesthatwe needto addressbe-
fore we deploy Pinpoint in a real, large-scaleInternetser-
vice. Thecurrenttracingmechanismneedsto beextended
to traceacrossmachineboundaries.In addition,techniques
suchas requestsamplingcan be usedto reducelogging
overhead. We also plan to automateour statisticalanal-
ysis processand integrateit with an alert systemto pro-
vide on-line analysisof live systems.In addition,we plan
to integratePinpointwith otherrecovery-orientedcomput-
ing techniques[10] to furtherreducemeantimeto recovery
(MTTR).

6. Conclusions

Thispaperpresentsanew problemdeterminationframe-
work for large, dynamic systemsthat provides high ac-
curacy in identifying faults and producesrelatively few
false positives. This framework, Pinpoint, requiresno
application-level knowledge of the systemsbeing moni-
toredor any knowledgeof the requests.This makesPin-
point suitablefor usein largeanddynamicsystemswhere
thisapplication-levelknowledgeis dif�cult to accuratelyas-
sembleandkeepcurrent. As such,it is an importantim-
provementover existing fault managementapproachesthat
requireextensiveknowledgeaboutthesystemsbeingmon-
itored.

Pinpointtracesrequestsasthey travel througha system,
detectscomponentfailuresinternally andend-to-endfail-
uresexternally, andperformsdataclusteringanalysisovera
largenumberof requeststo determinethecombinationsof
componentsthatarelikely to be thecauseof failures.The
runtimetracingandanalysisis necessaryfor systemsthat
arelargeanddynamic,suchastoday's Internetsystems.
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